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MOTIVATION

• Model checkers as trust-multipliers 

• Goals for trustworthy model checkers 

• Theory should be sound and well-understood 

• Implementation of theory should be correct 

• Verification with a proof assistant (Isabelle/HOL) guarantees both! 

• Here: timed automata model checking



LIGHT SWITCH EXAMPLE

TIMED AUTOMATA
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• One press: light 
turns low 

• Two quick presses: 
light turns bright 

• Two slow presses: 
light turns off
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TIMED AUTOMATA
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LIGHT SWITCH EXAMPLE

TIMED AUTOMATA

E⌃ light .bright
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turns low 
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TIMED AUTOMATA

• Types of transitions:  
delay and action 

• Clock valuations:  
→ Infinite Semantics 

• Clock constraints:  
 
→ Invariants on nodes and  
guards on edges

o↵ low bright

fading

press?

c1 := 0

press? c1 � 5

press?

c1 < 5

press?

<latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit>

SEMANTICS



MODEL CHECKING

• Clock valuations:  
→ Infinite Semantics 

• Concrete states (l, u) to  
abstract states (l, Z) 

• node l 

• clock valuation u: 

• Z a set of clock valuations (zone): 

• Symbolic computation: zones as clock constraints  
→ Difference Bound Matrices (DBMs)

o↵ low bright

fading

press?

c1 := 0

press? c1 � 5

press?

c1 < 5

press?

<latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit><latexit sha1_base64="TZslhTy2X5QAyRkPgm4+ylxK9yw="></latexit>



OBJECTIVE



OBJECTIVE

• Provide verified reference implementation for TA MC 

• Not meant to replace existing MCs 

• Rather allow validation of existing MCs against it 

• Experimentation platform



OBJECTIVE

• Provide verified reference implementation for TA MC 

• Not meant to replace existing MCs 

• Rather allow validation of existing MCs against it 

• Experimentation platform

• Thus we need: 

• Acceptable performance 

• A practical modeling formalism



AGENDA

• FEATURES 
• CORRECTNESS CLAIM 
• ARCHITECTURE 
• EXPERIMENTS 
• FUTURE WORK
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WHAT CAN WE MODEL?

MODELING LANGUAGE

• TA networks w/ sync. over channels incl. broadcast channels

• Shared finite state 

• Set of integer variables 

• Boolean & arithmetic expressions for guards and updates

• Urgent and committed locations

• Restrictions: diagonal free TA & clock updates to 0

• Formalized semantics: ~150 lines of Isabelle text
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WHAT CAN WE CHECK?

MODEL CHECKING CAPABILITIES

• Input format: JSON 

• Easy data exchange and parsing 

• No templating: to improve inter-operability

• CTL subset corresponding to TCTL subset supported by UPPAAL  

• Deadlock checking

• Report full set of reachable states

• Graphical user interface (experimental): in the browser 
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MAKING IT ACCESSIBLE

GRAPHICAL USER INTERFACE

• Programmed in ReasonML: runs in the browser

• Interfacing with Munta 

• Model checking in the browser 

• Verification queries sent to local (primitive) verification server

• Consistency of graphical model and verified model 

• Parse-print-parse loop to produce input JSON 

• Possibility to manually inspect input JSON
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HOW DO WE VERIFY?

ISABELLE/HOL

• Isabelle: LCF-style proof assistant (or interactive theorem prover) 

• Any valid theorem has to pass through a small logical core 

• Tactics: bigger proofs from primitive logical inferences

• Generic: many object logics supported

• Isabelle/HOL: most prominent object logic  
Higher Order Logic: functional programming + math

• Isar: structured proof language for human-readable proofs

• Powerful automation: e.g. term rewriting and external ATPs



WHAT DO WE PROVE?

6

checking process is started. Given such an input, our tool will first determine
whether the input is valid and lies in the supported fragment. This is achieved
by a simple program analysis. As input formulae, our model checker accepts the
same (T)CTL fragment that is supported by UPPAAL, but restricts formulae
to not contain clocks. While this is not a principal limitation of our work, it
reduced the complexity of our first prototype. If the input is invalid, our tool
answers with “invalid input”, else it determines whether

conv N, (init , s0, u0) ✏max steps �

holds for the all-zero valuation u0 under the assumption that the automaton is
deadlock-free5, and answers with true/false. Here, N is the input automaton,
conv converts all integer constants to reals (as the semantics are specified on
reals), and � is the input formula. The relation ✏max steps is a variant of ✏
lifted to networks of timed automata with shared state and Uppaal bytecode
annotations. It is indexed with the maximum number of steps that any execution
of a piece of Uppaal bytecode can use (i.e. max steps is the fuel available to
executions). The vector of start locations init, and the shared state s0 (part of
the input) describe the initial configuration.

The actual model checking proceeds in two steps. First, a product construc-
tion converts the network to a single timed automaton, expressed by HOL func-
tions for the transition relation and the invariant assignment. Second, according
to the formula, a model checking algorithm is run on the single automaton. We
need three algorithms: a reachability checker for E⌃ and A⇤, a loop detection
algorithm for E⇤ and A⌃, and a combination of both to check 99K-properties.
Note that the aforementioned HOL functions are simply functional programs
that construct the product automaton’s state and invariant assignments on-the-
fly. The final correctness theorem we proved can be stated as follows:

{emp}
precond mc p m k max steps I T prog formula bounds P s0

{�Some r ) valid input p m max steps I T prog bounds P s0 na k ^
(¬ deadlock (conv N) (init , s0, u0) =)
r = conv N, (init , s0, u0) ✏max steps formula)

| None ) ¬ valid input p m max steps I T prog bounds P s0 na k}

This Hoare triple states that the model checker terminates and produces the
result None if the input is invalid. If the input is valid and deadlock free, it
produces the result Some r, where r is the answer to the model checking problem.

4 Single Automaton Model Checking

In this section, we describe the route from the abstract semantics of timed au-
tomata to the implementation of an actual model checker. The next section will
describe the construction of a single timed automaton from the Uppaal-model.

5 Adding a check for deadlocked states to our algorithms would be conceptually simple
but is left for future work.
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checking process is started. Given such an input, our tool will first determine
whether the input is valid and lies in the supported fragment. This is achieved
by a simple program analysis. As input formulae, our model checker accepts the
same (T)CTL fragment that is supported by UPPAAL, but restricts formulae
to not contain clocks. While this is not a principal limitation of our work, it
reduced the complexity of our first prototype. If the input is invalid, our tool
answers with “invalid input”, else it determines whether

conv N, (init , s0, u0) ✏max steps �

holds for the all-zero valuation u0 under the assumption that the automaton is
deadlock-free5, and answers with true/false. Here, N is the input automaton,
conv converts all integer constants to reals (as the semantics are specified on
reals), and � is the input formula. The relation ✏max steps is a variant of ✏
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HOW VERIFIED IS ‘VERIFIED’?

TRUSTED CODE BASE

• Formalization of the Modeling Language Semantics

• Formalization of Imperative HOL and its corresponding separation logic

• Isabelle/HOL’s logical kernel

• Isabelle/HOL’s code generator → Hupel & Nipkow 2018

• The target language’s compiler and runtime system → CakeML

• CakeML: dialect of ML with a verified compiler and runtime system

• Hupel & Nipkow 2018: provably correct code extraction from HOL to 
CakeML 
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EFFICIENT IMPLEMENTATIONS
• Efficient Algorithms → Refinement 

• DBMs as imperative arrays with destructive updates  
Imperative Refinement Framework:  
abstract functional impl. → efficient imperative impl. 

• Search algorithms with subsumption  
Stepwise refinement

• Expressive modelling language 

• Efficient on-the-fly product construction  
Refinement
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PRODUCT CONSTRUCTION

• From networks to single TA MC 

• Shared bounded integer variables 

• Networks with sync. over channels 

• Retains ability to do MC on the fly 

• Result: transitions and invariants  
as functional programs

INPUT 
NETWORK

RENAMED 
NETWORK

ABSTRACT 
FUNCTIONAL 

IMPLEMENTATION

EFFICIENT 
FUNCTIONAL 

IMPLEMENTATION

RENAMING
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CONSTRUCTING A REAL TOOL

CODE EXTRACTION

• Code generator: HOL specification of Munta → SML & OCaml 

• Target languages 

• SML: fast executables with MLton 

• OCaml: compilation to JS via BuckleScript
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CONSTRUCTING A REAL TOOL

TRUSTED HOL CODE

• Missing: parsing, error handling, diagnostics  
→ not verified & implemented in directly in HOL 

• Considered non-critical: error handling, diagnostics 

• Correctness of parser: check parse-print-parse loop
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CONSTRUCTING A REAL TOOL

CERTIFIED HOL CODE

• Certified: 

• Algorithms not verified but implemented in HOL 

• Results checked for soundness via verified HOL code 

• Model relabeling 

• Computation of local clock ceilings



EXPERIMENTS

Our Tool Uppaal Ratio

Model Prop SAT Size #states time1 time2 #states time TR1 TR2

Fischer R N 5 38578 6,93 2,14 3739 0,062 10,83 3,35
L Y 5 42439 7,87 2,24 8149 0,112 13,49 3,84

Y 6 697612 373 132 67325 1,94 18,56 6,57

FDDI R N 8 6720 35,1 8,92 5416 0,789 35,85 9,11
N 10 29759 173 33,2 24120 6,64 21,12 4,05

L Y 6 2083 9,38 2,69 2439 0,159 69,08 19,81
Y 7 3737 18,1 5,74 4944 0,406 58,98 18,70

CSMA/CD R N 5 9959 5,29 1,18 2769 0,102 14,42 3,22
N 6 81463 72 15,6 17939 2,18 7,27 1,58

L Y 5 11526 5,81 1,28 3867 0,091 21,33 4,70
Y 6 96207 76,4 16,6 23454 2,13 8,74 1,90

<latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit>

throughput = #states/time
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FUTURE

• Reduce trusted code base: CakeML 

• Improve performance: verification w.r.t. C or LLVM 

• Can we certify model checking results efficiently?  
TA MC uses subsumption: final invariant may be much smaller 
than total number of explored states 

• Extensions: Probabilistic Timed Automata, LTL model checking, 
input formalism



THANK YOU!  
QUESTIONS?

wimmers.github.io/munta

Verified Model Checking of Timed Automata
Simon Wimmer <wimmers@in.tum.de> Peter Lammich <lammich@in.tum.de>

Institut für Informatik, Technische Universität München

Objectives

• Model checking for the common class of
diagonal-free Timed Automata

• Feature parity with Uppaal (for model
checking)

• Complete Verification with Isabelle/HOL

• Reasonable Performance

Timed Automata

Clocks

• Resets and guards on edges, invariants on nodes

• Real-valued semantics ⇒ infinite state space

s1

c1 ≤ 3

s2

c1 > 2 ∧ c2 ≤ 2

c1 < 1, a?, c2 := 0

c1 ≤ 3, b, c1 := 0

a!

Model Checking

• Concrete states (l, u) ! abstract states (l, Z)
(for node l, clock valuation u, and Z a set of
clock valuations)

• Infinitely many zones Z ⇒ Approximations!

• Soundness of approximations is peculiar(1)

Experiments

Our Tool Uppaal

Model Prop Size time #states time #states TR

Fischer R 5 6,61 38578 0,04 3739 16,02
L 5 7,52 42439 0,04 8149 40,1

6 485,9 697612 1,53 67325 30,7

FDDI R 8 16,04 6720 0,31 5416 42,0
10 142,8 29759 6,44 24120 18,0

L 6 2,58 2083 0,04 2439 68,7
7 6,50 3737 0,14 4944 62,3

CSMA R 5 4,48 9959 0,03 2769 40,6
6 71,70 81463 1,79 17939 8,8

L 5 4,93 11526 0,04 3867 42,4
6 76,83 96207 1,86 12603 10,1

From Theory to Model Checking

• Starting point: abstract formalization of reachability checking for Timed Automata(4)

• Real Model Checking is more:

Modeling

• Modeling language: Uppaal bytecode!

• Networks of Automata with discrete integer state
variables (global)

Algorithms

• Worklist Algorithm for reachability: subsumption

• Operations on Difference Bound Matrices
(DBMs): represent zones

• Floyd-Warshall algorithm

Program Analysis

Not all Uppaal bytecode represents a valid au-
tomaton ⇒ we apply simple means of program

analysis to accept a subset of valid inputs

Abstraction and Simulation

• Generalized framework for transition systems and
their abstractions

• Simulation and subsumption graphs(2)

• Relations between infinite runs in the concrete
system and cycles in the abstract system

Refinement, Refinement, Refinement

Much of this work is really an exercise in refinement:

• Abstract Operations on DBMs ⇒ functional impl. on maps ⇒ imperative impl. on arrays

• Semantics on reals ⇒ concrete models with integer constraints

• Complex networks with bytecode semantics ⇒ Single product automaton (On the fly!)

Product Construction

Uppaal Networks:
shared bounded integer variables

State Networks:
arbitrary finite shared state

Networks:
only synchronization

Single Automaton

Encode state

One per state

Encode location vectors

E
nco

de
state

in
lo

cations

Isabelle Infrastructure

Different parts of recent Isabelle/HOL infrastructure
are crucial for this work:

• Codatatypes and Coinduction: liveness

• Eisbach: product construction

• Transfer: reals ↔ integers

• The Imperative Refinement Framework(3):
imperative implementations

Older but important tools:

• Code Generation

• Locales: to build logical frameworks

• Sledgehammer: free proofs

Work in Progress

Temporal Logics

• LTL: Büchi emptiness

• (T)CTL à la Uppaal: A♦ϕ, A# (ϕ ⇒ A♦ ψ)

• Obstacle: Uppaal semantics & zenoness

Algorithms

• Simple Algorithm for A♦

• Combined with reachability, this gives
A# (ϕ ⇒ A♦ ψ)

Modeling Language

• Better program analysis on the input: accept
larger subclasses of valid bytecode

On-the-fly construction

Simple Trick: A single automaton is repre-
sented as an invariant assignment and a transition
function. After performing the product construc-
tion, we give equivalent functional implementa-
tions, thus obtaining an on-the-fly construction.

Future

• Certification: reachability and Büchi emptiness

• Modeling: Broadcast channels, urgent and
committed locations, ...

• Closing the Loop: Verified model transformation
& parsing
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