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LIGHT SWITCH EXAMPLE

TIMED AUTOMATA

E⌃ light .bright
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• One press: light 
turns low 

• Two quick presses: 
light turns bright 

• Two slow presses: 
light turns off

o↵ low bright

fading

press?

c1 := 0

press? c1 � 5

press?

c1 < 5

press?
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LIGHT SWITCH EXAMPLE

TIMED AUTOMATA

E⌃ light .bright
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• One press: light 
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light turns bright 

• Two slow presses: 
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TIMED AUTOMATA

• Types of transitions:  
delay and action 

• Clock valuations:  
→ Infinite Semantics 

• Clock constraints:  
 
→ Invariants on nodes and  
guards on edges

nat ) real

(�c. 1) ` c1 > 0 ^ c2  3

o↵ low bright

fading

press?
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MODEL CHECKING

• Clock valuations:  
→ Infinite Semantics 

• Concrete states (l, u) to  
abstract states (l, Z) 

• node l 

• clock valuation u: 

• Z a set of clock valuations (zone): 

• Symbolic computation: zones as clock constraints  
→ Difference Bound Matrices (DBMs)

nat ) real

(nat ) real) set

nat ) real
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MODEL CHECKING?

• However: number of zones (or DBMs) is infinite  
→ Approximations: cut-off at largest entry in the automaton 

• Getting these approximations right is hard! 

• Bouyer 2003: 

• Most correctness proofs incomplete/wrong 

• Approximation is unsound for general TA  
→ Restriction to diagonal-free TA (what we do)  
or represent zones as unions of DBMs



OBJECTIVE

• Provide verified reference implementation for TA MC 

• Not meant to replace existing MCs 

• Rather allow validation of existing MCs against it 

• Experimentation platform 

• Thus we need: 

• Acceptable performance 

• High feature compatibility with relevant modelling formalisms



THE STARTING POINT

ABSTRACT FORMALISATION

• ITP 2016: Isabelle/HOL formalisation of TA 

• Main Results: 

• Approximations of zones are indeed sound 

• Abstractly, the typical reachability checking algorithm for single 
TA is sound & complete



WHAT WERE WE MISSING?
• Efficient Algorithms 

• DBMs as imperative arrays with destructive updates 

• Search algorithms with subsumption  

• Expressive modelling language 

• Networks of automata with synchronisation 

• State of the art tool Uppaal accepts a C-like language



HOW DO WE GET THERE?
• Efficient Algorithms → Refinement 

• DBMs as imperative arrays with destructive updates  
Imperative Refinement Framework:  
abstract functional impl. → efficient imperative impl. 

• Search algorithms with subsumption 

• Expressive modelling language 

• Networks of automata with synchronisation  
Product construction: reduction to single TA model checking 

• State of the art tool Uppaal accepts a C-like language  
Program analysis: not every input constitutes a valid (single) TA



AGENDA
• MAIN THEOREM 
• REFINEMENT 
• PROGRAM ANALYSIS 
• PRODUCT CONSTRUCTION 
• EXPERIMENTS 
• FUTURE WORK



HOARE TRIPLE IN 
IMPERATIVE-HOL

WHAT DO WE PROVE?

6

checking process is started. Given such an input, our tool will first determine
whether the input is valid and lies in the supported fragment. This is achieved
by a simple program analysis. As input formulae, our model checker accepts the
same (T)CTL fragment that is supported by UPPAAL, but restricts formulae
to not contain clocks. While this is not a principal limitation of our work, it
reduced the complexity of our first prototype. If the input is invalid, our tool
answers with “invalid input”, else it determines whether

conv N, (init , s0, u0) ✏max steps �

holds for the all-zero valuation u0 under the assumption that the automaton is
deadlock-free5, and answers with true/false. Here, N is the input automaton,
conv converts all integer constants to reals (as the semantics are specified on
reals), and � is the input formula. The relation ✏max steps is a variant of ✏
lifted to networks of timed automata with shared state and Uppaal bytecode
annotations. It is indexed with the maximum number of steps that any execution
of a piece of Uppaal bytecode can use (i.e. max steps is the fuel available to
executions). The vector of start locations init, and the shared state s0 (part of
the input) describe the initial configuration.

The actual model checking proceeds in two steps. First, a product construc-
tion converts the network to a single timed automaton, expressed by HOL func-
tions for the transition relation and the invariant assignment. Second, according
to the formula, a model checking algorithm is run on the single automaton. We
need three algorithms: a reachability checker for E⌃ and A⇤, a loop detection
algorithm for E⇤ and A⌃, and a combination of both to check 99K-properties.
Note that the aforementioned HOL functions are simply functional programs
that construct the product automaton’s state and invariant assignments on-the-
fly. The final correctness theorem we proved can be stated as follows:

{emp}
precond mc p m k max steps I T prog formula bounds P s0

{�Some r ) valid input p m max steps I T prog bounds P s0 na k ^
(¬ deadlock (conv N) (init , s0, u0) =)
r = conv N, (init , s0, u0) ✏max steps formula)

| None ) ¬ valid input p m max steps I T prog bounds P s0 na k}

This Hoare triple states that the model checker terminates and produces the
result None if the input is invalid. If the input is valid and deadlock free, it
produces the result Some r, where r is the answer to the model checking problem.

4 Single Automaton Model Checking

In this section, we describe the route from the abstract semantics of timed au-
tomata to the implementation of an actual model checker. The next section will
describe the construction of a single timed automaton from the Uppaal-model.

5 Adding a check for deadlocked states to our algorithms would be conceptually simple
but is left for future work.

FAILURE

SUCCESS

INPUT IS VALID AND LIES IN THE SUPPORTED FRAGMENT?

SAT/UNSAT?

NO DEADLOCK
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REFINEMENT BY EXAMPLE
up M = (�i j.

if i > 0 then if j = 0 then 1
else min(M i 0 +M 0 j)(M i j)

else M i j)
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up1 M = (�i j.

if i > 0 ^ j = 0

then 1
else M i j)
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REFINEMENT BY EXAMPLE
up1 M = (�i j.

if i > 0 ^ j = 0

then 1
else M i j)
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up2 M n = fold

(�i M. M((i, 0) := 1))

[1 ..<n+ 1] M
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REFINEMENT BY EXAMPLE

up2 M n = fold

(�i M. M((i, 0) := 1))

[1 ..<n+ 1] M
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IMPERATIVE 
IMPLEMENTATION

EXTRACTED 
SEMI-AUTOMATICALLY

up3 M n = imp for0 1 (n+ 1)

(�i M. mtx set (n+ 1) M (i, 0) 1)

M
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WITH THE IMPERATIVE REFINEMENT FRAMEWORK

IMPERATIVE REFINEMENT

• Semi-automatically synthesise imp. implementation 

• Parametricity (‘truly polymorphic functions ignore the type’) 

• Separation logic with some automated frame inference 

• Proved automatically:

(up3, up2) 2 mtx assnd ⇤ nat assnk ! mtx assn
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FOR LIVENESS PROPERTIES

CYCLICITY CHECKER

9

We assume that !A1 is pre-stable w.r.t. !C and that !C is post-stable w.r.t.
!A1 . Along with some side conditions on P1 and P2

6 we can prove:

Theorem 1. If a0 !A2 as !A2 a !A2 bs !A2 a and P2 a, then there exist
x 2

S
(C a0) and xs such that x !xs

C and xs passes through
S
(C a) infinitely

often.

Proof. We first apply C to the second layer states and get a path of the form:
C a0 !C as0 !C C a !C bs0 !C C a for some as0 and bs0. From Lemma 1 and
post-stability, we obtain a path of the form a01 !A1 as1 !A1 a1 !A1 bs1 !A1

a1 with a01 2 C a0 and a1 2 C a. By applying Lemma 2 and pre-stability, we
obtain the desired result.

This is the main theorem that allows us to run cycle detection on the abstract
zone graph during model checking: the other direction is trivial, and the theorem
can be directly instantiated for regions and (abstracted) zones. There is a slight
subtlety here since we only guarantee x 2

S
(C a0). However we typically have

C a0 = a0, as all clocks are initially set to zero.

4.4 Implementation of Search Algorithms

We first implement the three main model checking algorithms abstractly in the
nondeterminism monad provided by the IRF. On this abstraction level, we can
use such abstract notions as sets and specify the algorithm for an arbitrary (fi-
nite) transition system !. We only showcase the implementation of our cyclicity
checker (used for A⌃ and E⇤). The techniques used for the other algorithms
are similar. The code for our cyclicity checker is displayed in Listing 1.1.

dfs P = do {
(P, ST, r) recT (�dfs (P, ST, v) .

do {
if 9v0 2 set ST. v0 � v then return (P, ST,True)
else do {

if 9v0 2 P. v � v0 then return (P, ST,False)
else do {

let ST = v · ST ;
(P, ST 0, r) 

foreach {v0 | v ! v0} (�( , , b). ¬ b)
(�v0 (P, ST, ). dfs (P, ST, v0))
(P, ST,False) ;

assert (ST 0 = ST ) ;
return (insert v P, tl ST 0, r)

}
}

} ) (P, [ ], a0 ) ;
return (r, P )}

Listing 1.1: Cyclicity Checker

6 P1 states are distinct and there are only finitely many of them. For every P2 state,
there is an overlapping P1 state.

SETS

SUBSUMPTION

ANY 
RELATION/TS/

GRAPH

‘PSEUDOCODE’



LAYERED REFINEMENT

CYCLICITY CHECKER

• Non-determinism monad (‘give me any x such that …’) 

• Verification Condition Generator 

• Final data structure resembles Uppaal’s unified PW list 

• Main theorems:

(dfs map, dfs) 2 map set rel ! Id⇥r map set rel
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dfs P  SPEC (�(r, P 0). (r =) (9x. a0 !⇤ x ^ x !+ x))

^(¬ r =) ¬ (9x. a0 !⇤ x ^ x !+ x) ^ liveness compatible P 0))
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if liveness compatible P
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PROGRAM ANALYSIS & 
PRODUCT 

CONSTRUCTION



TO ENSURE THE INPUT IS VALID

PROGRAM ANALYSIS

• Input: Uppaal bytecode (interpreted with finite fuel)  
Assembler-style language for updates and guards 

• Main property: Successful executions only induce conjunctive 
clock constraints (                           but not                            ) 

• Very simplistic analysis: 

• Approximate set of reachable instructions for a given guard 

• Check that clock expressions only occur in a ‘conjunction block’

c1 > 0 ^ c2 < 3 c1 > 0 _ c2 < 3



PRODUCT CONSTRUCTION

• From networks to single TA MC 

• Shared bounded integer variables 

• Networks with sync. over channels 

• Retains ability to do MC on the fly

14 Uppaal Networks:

shared bounded

integer variables

State Networks:

arbitrary finite
shared state

Networks:

only synchronization

Single Automaton

Encode programs

One per state

Encode location vectors

P
a
ir
lo
c
a
t
io
n
s
&

s
t
a
t
e

Fig. 3: Outline of the product construction.

6 Experimental Evaluation

We conducted experiments on some standard benchmark models for timed au-
tomata: a variant of Fischer’s mutual-exclusion protocol, the FDDI token ring
protocol, and the CSMA/CD protocol used in Ethernet networks. We tested one
reachability and one liveness property for each model: E⌃(c > 1) and P1.b 99K
P1.c for Fischer’s protocol; E⌃(¬P1.idle^¬P2.idle) and true 99K z async1 for
FDDI; and E⌃(P1.abort ^ P2.send), and collision 99K active for CSMA/CD.
We compare (c.f. Table 1) our tool against Uppaal configured with two di↵erent
approximation operators: di↵erence (Uppaal1) and location-based (Uppaal2)
extrapolation. We give the computation time in seconds and the number of
explored states, as reported by our tool and Uppaal6. Since the number of
explored states di↵ers significantly, we also calculated throughput, i.e. the num-
ber of explored states per second. The ratio of Uppaal’s throughput and our
tool’s throughput is given in the column TR. We specify the problem size as the
number of automata in the network.

The results indicate that our tool’s throughput is around one order of magni-
tude lower than Uppaal’s. Encouragingly, the gap seems to decrease for larger
models. However, for larger problem sizes of some models, we also start to run
out of memory because our tool is not tuned towards space consumption. We do
not have a convincing explanation for the di↵erence in states explored by our
tool and Uppaal — particularly, because our tool already implements location-
based extrapolation. Nevertheless, we conclude that the performance o↵ered by
our tool is reasonable for a reference implementation against which other tools
can be validated: we can check medium sized instances of common benchmark

6 Uppaal comes with a note suggesting that these numbers might be wrong for liveness
properties.



EXPERIMENTS

Our Tool Uppaal Ratio

Model Prop SAT Size #states time1 time2 #states time TR1 TR2

Fischer R N 5 38578 6,93 2,14 3739 0,062 10,83 3,35
L Y 5 42439 7,87 2,24 8149 0,112 13,49 3,84

Y 6 697612 373 132 67325 1,94 18,56 6,57

FDDI R N 8 6720 35,1 8,92 5416 0,789 35,85 9,11
N 10 29759 173 33,2 24120 6,64 21,12 4,05

L Y 6 2083 9,38 2,69 2439 0,159 69,08 19,81
Y 7 3737 18,1 5,74 4944 0,406 58,98 18,70

CSMA/CD R N 5 9959 5,29 1,18 2769 0,102 14,42 3,22
N 6 81463 72 15,6 17939 2,18 7,27 1,58

L Y 5 11526 5,81 1,28 3867 0,091 21,33 4,70
Y 6 96207 76,4 16,6 23454 2,13 8,74 1,90

<latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit><latexit sha1_base64="XgBUHHeuyQ09pyWQHheADnkfW+I="></latexit>

throughput = #states/time



FUTURE

• Can we find bugs in actual model checkers? 

• Can we certify model checking results efficiently?  
TA MC uses subsumption: final invariant may be much smaller 
than total number of explored states 

• Extensions: Probabilistic Timed Automata,  
(more complex hybrid systems?) 

• > 50000 lines of formalisation vs 5403 lines of SML checker



THANK YOU!  
QUESTIONS?

wimmers.github.io/munta

Verified Model Checking of Timed Automata
Simon Wimmer <wimmers@in.tum.de> Peter Lammich <lammich@in.tum.de>

Institut für Informatik, Technische Universität München

Objectives

• Model checking for the common class of
diagonal-free Timed Automata

• Feature parity with Uppaal (for model
checking)

• Complete Verification with Isabelle/HOL

• Reasonable Performance

Timed Automata

Clocks

• Resets and guards on edges, invariants on nodes

• Real-valued semantics ⇒ infinite state space

s1

c1 ≤ 3

s2

c1 > 2 ∧ c2 ≤ 2

c1 < 1, a?, c2 := 0

c1 ≤ 3, b, c1 := 0

a!

Model Checking

• Concrete states (l, u) ! abstract states (l, Z)
(for node l, clock valuation u, and Z a set of
clock valuations)

• Infinitely many zones Z ⇒ Approximations!

• Soundness of approximations is peculiar(1)

Experiments

Our Tool Uppaal

Model Prop Size time #states time #states TR

Fischer R 5 6,61 38578 0,04 3739 16,02
L 5 7,52 42439 0,04 8149 40,1

6 485,9 697612 1,53 67325 30,7

FDDI R 8 16,04 6720 0,31 5416 42,0
10 142,8 29759 6,44 24120 18,0

L 6 2,58 2083 0,04 2439 68,7
7 6,50 3737 0,14 4944 62,3

CSMA R 5 4,48 9959 0,03 2769 40,6
6 71,70 81463 1,79 17939 8,8

L 5 4,93 11526 0,04 3867 42,4
6 76,83 96207 1,86 12603 10,1

From Theory to Model Checking

• Starting point: abstract formalization of reachability checking for Timed Automata(4)

• Real Model Checking is more:

Modeling

• Modeling language: Uppaal bytecode!

• Networks of Automata with discrete integer state
variables (global)

Algorithms

• Worklist Algorithm for reachability: subsumption

• Operations on Difference Bound Matrices
(DBMs): represent zones

• Floyd-Warshall algorithm

Program Analysis

Not all Uppaal bytecode represents a valid au-
tomaton ⇒ we apply simple means of program

analysis to accept a subset of valid inputs

Abstraction and Simulation

• Generalized framework for transition systems and
their abstractions

• Simulation and subsumption graphs(2)

• Relations between infinite runs in the concrete
system and cycles in the abstract system

Refinement, Refinement, Refinement

Much of this work is really an exercise in refinement:

• Abstract Operations on DBMs ⇒ functional impl. on maps ⇒ imperative impl. on arrays

• Semantics on reals ⇒ concrete models with integer constraints

• Complex networks with bytecode semantics ⇒ Single product automaton (On the fly!)

Product Construction

Uppaal Networks:
shared bounded integer variables

State Networks:
arbitrary finite shared state

Networks:
only synchronization

Single Automaton

Encode state

One per state

Encode location vectors

E
nco

de
state

in
lo

cations

Isabelle Infrastructure

Different parts of recent Isabelle/HOL infrastructure
are crucial for this work:

• Codatatypes and Coinduction: liveness

• Eisbach: product construction

• Transfer: reals ↔ integers

• The Imperative Refinement Framework(3):
imperative implementations

Older but important tools:

• Code Generation

• Locales: to build logical frameworks

• Sledgehammer: free proofs

Work in Progress

Temporal Logics

• LTL: Büchi emptiness

• (T)CTL à la Uppaal: A♦ϕ, A# (ϕ ⇒ A♦ ψ)

• Obstacle: Uppaal semantics & zenoness

Algorithms

• Simple Algorithm for A♦

• Combined with reachability, this gives
A# (ϕ ⇒ A♦ ψ)

Modeling Language

• Better program analysis on the input: accept
larger subclasses of valid bytecode

On-the-fly construction

Simple Trick: A single automaton is repre-
sented as an invariant assignment and a transition
function. After performing the product construc-
tion, we give equivalent functional implementa-
tions, thus obtaining an on-the-fly construction.

Future

• Certification: reachability and Büchi emptiness

• Modeling: Broadcast channels, urgent and
committed locations, ...

• Closing the Loop: Verified model transformation
& parsing
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