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Abstract—Device-to-Device (D2D) communication presents a
new paradigm in mobile networking to facilitate data exchange
between physically proximate devices. The development of D2D
is driven by mobile operators to harvest short range commu-
nications for improving network performance and supporting
proximity-based services. In this article, we investigate two
fundamental and interrelated aspects of D2D communication,
security and privacy, which are essential for the adoption and
deployment of D2D. We present an extensive review of the state-
of-the-art solutions for enhancing security and privacy in D2D
communication. By summarizing the challenges, requirements,
and features of different proposals, we identify lessons to be
learned from existing studies and derive a set of “best practices”.
The primary goal of our work is to equip researchers and devel-
opers with a better understanding of the underlying problems and
the potential solutions for D2D security and privacy. To inspire
follow-up research, we identify open problems and highlight fu-
ture directions with regard to system and communication design.
To the best of our knowledge, this is the first comprehensive
review to address the fundamental security and privacy issues in
D2D communication.

Index Terms—Device-to-Device (D2D) Communication, Secu-
rity, Privacy.

I. INTRODUCTION

INFORMATION exchange between people has been fun-
damentally changed by new technologies, such as mobile

computing and wireless communication. In spite of rapid
advancements, mobile techniques like cellular networks are
infrastructure-dependent. The connectivity of mobile users is
confined to the coverage of base stations and direct communi-
cation between mobile devices is not permitted [1]. The traffic
is routed via a core network, even if source and destination
are in close proximity to one another. This inflexibility limits
the potential of data exchange between mobile users. Espe-
cially, when considering the shift in personal computing from
stationary PCs and heavier laptops to mobile devices. In 2012,
smartphones and tablets outsold PCs and notebooks fivefold
and the gap will further increase up to tenfold in 2018 [2],
[3]. As a result of this shift to mobile devices, the mobile
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Figure 1: System models: (a) standalone D2D without infras-
tructure and (b) network-assisted D2D with infrastructure.

data traffic is expected to grow to 30.6 exabytes per month
by 2020, an eightfold increase over 2015 [4]. Therefore, we
need new communication technologies that can scale network
capacity and enable data exchange on-demand over the right
network connections.

Device-to-Device (D2D) communication represents a
promising technique to enable devices to communicate directly
without the interaction of access points or base stations [5].
The basic concept of D2D is first proposed in [6] for data
exchange between peer nodes. Several studies [5], [7], [8]
analyzed the concept of using D2D in cellular networks. How-
ever, a conventional cellular system does not allow devices to
directly communicate with each other, instead all communica-
tions take place through the base stations [8]. The aim of D2D
is to leverage the physical proximity of communicating devices
to extend the cellular coverage mostly in sparse environments
[9]. D2D communication should complement traditional cellu-
lar networking services. Thereby, resource sharing of spectrum
and energy between cellular and D2D communication is a
critical design factor [9], [10].

Two major models of D2D communication networks are
shown in Figure 1: standalone D2D in Figure 1(a) and
network-assisted D2D in Figure 1(b). According to [5], [10],
the standalone D2D can be defined as:

D2D enables devices to communicate directly with
each other without traversing fixed network infras-
tructures such as access points or base stations.

The standalone D2D relies on local hardware capabilities
and fixed infrastructure such as access points or base stations is
not a prerequisite. Thus, D2D devices must be able to organize
communications by themselves. The local connectivity of D2D
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Table I: Comparison of short-range wireless transmission techniques [7], [11]–[13].

Wireless technology NFC UWB ZigBee Bluetooth 4.0 WiFi Direct LTE Direct

Max. transmission distance 0.2 m 10 m 100 m 100 m 200 m 500 m

Max. data rate 424 kb/s 480 Mb/s 250 kb/s 24 Mb/s 250 Mb/s 13.5 Mb/s

Device discovery Radio-frequency
identification

Manual pairing ID broadcast or
coordinator assis-
tant

Manual pairing ID broadcast and
embed soft ac-
cess point

Service broadcast

Application Contactless pay-
ment systems

location and
tracking systems,
auto radar

Home
entertainment,
environmental
monitoring

Object exchange,
peripherals con-
nection

Content sharing,
group gaming

Content sharing,
local advertising

communication is motivated by two aspects: (1) geographic
validity, where the locally relevant content is of little interest
to the rest of the world; and (2) temporal validity, which states
that the information is only valid for a limited amount of time.
In contrast, the network-assisted D2D requires infrastructure,
such as base stations or access points, for communication
organization and resource utilization, as shown in Figure 1(b)
[14].

At application level for D2D communication, service
discovery [15] enables content sharing among devices
in proximity and community detection [16] explores
nearby communication partners. To illustrate the impact of
communication range on D2D applications, we depict the
short-range wireless technologies for D2D communication
in Table I. As shown in the table, D2D communication can
utilize various technologies such as Ultra-wideband (UWB),
Near Field Communications (NFC), ZigBee, Bluetooth, WiFi-
Direct or LTE Direct [11]. Typical D2D applications and
services include cellular data offloading, relaying, gaming,
content distribution, and group communication [5], [10], [17].
Some representative D2D prototype systems are FlashLinQ,
DataSpotting, and Relay-By-Smartphone, which can provide
a discovery range from 100 m up to 1 km [17], [18].

Comparing D2D with M2M and MANETs

Other communication paradigms similar to D2D include the
Machine-to-Machine Communication (M2M), also known as
Machine Type Communication (MTC) [5], and Mobile Ad
Hoc Networks (MANETs).

We highlight the differences between D2D, M2M and
MANETs to show the distinct properties of D2D communica-
tion. According to [5], [10], [19], [20], M2M communication
can be defined as:

Data communication among machines or devices
that does not require human mediation nor impose
specific restrictions on communication ranges.

M2M communication is based on traditional cellular net-
works, e.g., 3G and LTE [10]. The communication between
machines is routed through core networks via base stations
and M2M servers, even if source and destination are prox-
imate to one another. In comparison, D2D communication
presumes a distance limit between devices and relies only on
local device capabilities without centralized infrastructure sup-
port. Moreover, M2M is application-oriented and technology-

independent, whereas D2D is technology-dependent and fo-
cuses on proximity services, which assumes opportunistic
connectivity [5]. The main application of M2M is to auto-
matically collect and deliver measurement information. D2D
communication, as a new communication pattern, can be used
for M2M communication to improve network performance
and reduce transmission delay [10]. Some unique features of
M2M include: provision of communication between a massive
number of devices, small and infrequent data transmission,
reduced need to recharge mobile devices [20].

One distinct difference between D2D and MANETs is
the communication spectrum. MANETs work mainly on an
unlicensed spectrum making spectrum control difficult and
interference a major issue [10]. In contrast, D2D can use
both a licensed and an unlicensed spectrum depending on the
usage. The control mode is also different. In MANETs each
node performs system operations autonomously, whereas in
D2D the operations can be performed through the cooperation
between D2D nodes or using cellular infrastructure. In addi-
tion, the routing patterns vary. D2D uses mainly single hop
transmission, instead of multi-hop routing commonly used in
MANETs [10].

In the following we highlight the advantages and
disadvantages of D2D communication. One major benefit of
D2D comes from the stronger anonymity and content privacy
because shared information is not stored at a central storage.
Moreover, D2D offers better performance by improving
spectrum re-usage and system throughput owing to the
direct routing of D2D traffic [1], [9]. D2D switches from
infrastructure path to direct path for offloading cellular traffic
[9], [21]–[23]. These properties lead to high data rates, low
end-to-end transmission delay and energy saving [1], [10].
D2D also entails some drawbacks. The standalone D2D
utilizes only device-managed links in which centralized relay
or channel management is not possible [9], whereas with
operator controlled links for the network-assisted D2D the
base station can partially manage relay and channel selections.
The interference management in D2D communication requires
thorough research attention [9].

Security and Privacy

Our work focuses on security and privacy as two funda-
mental and interrelated aspects of D2D communication, which
are essential for the adoption and deployment of D2D. In
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the following, we highlight specific challenges that are not
addressed by traditional approaches.

The missing of central authority such as access points or
base stations is the characteristic disparity between standalone
D2D and traditional infrastructure-based communication.
As a result, the resource-constrained end user devices must
take care of functionalities such as auditing and logging that
are usually managed by a centralized entity. Besides that,
D2D communication mainly relies on device discovery to
detect communication peers, which is done via broadcasting
messages over wireless channels. This allows an attacker to
locate and track D2D users, thus violating location privacy.
Regarding data privacy, D2D can prevent an adversary
from attacking a central communication point for stealing
private information. However, D2D users still need to protect
sensitive content via private information retrieval, e.g., using
homomorphic encryption. Furthermore, as D2D users are
typically spontaneous and self-managed, security and privacy
enforcement in D2D will be more challenging to realize
compared with in traditional centralized environments.

To refine the scope, we concentrate on the standalone D2D
because it introduces several unique system-level challenges
by operating in a distributed networking environment without
central coordination. Our contributions are as follows:
• We provide an extensive review of latest work in D2D

domain with respect to security and privacy.
• Compared with previous work on D2D security, we

provide a thorough discussion dedicated to D2D privacy.
• We further derive a set of best practices and identify open

problems to inspire future work on D2D security and
privacy.

The remaining sections of this paper are organized as
follows: In Section II we present background and research
challenges for security and privacy in D2D communication.
We summarize existing approaches in Sections III and IV. In
Section V, we discuss the reviewed solutions, highlight “best
practices”, and identify open problems. Finally, we present the
concluding remarks in Section VI.

II. SECURITY AND PRIVACY IN D2D

The discussion on security issues for wireless ad-hoc net-
works started many years ago [24] and there are still open
problems. The 3GPP Security Workgroup (SA3) has identified
six vulnerability categories for the security and privacy domain
[25]:

1) Physical attacks
2) Compromised credentials
3) Configuration attacks
4) Protocol attacks
5) Attacks on core networks
6) User data and privacy attacks
Especially for D2D, connections between proximate devices

are vulnerable to security threats due to: (1) direct wireless
connection, (2) mobility of end users and (3) privacy issues
in social applications [10].

The greater the number of devices that adopt D2D com-
munication, the greater the interest of adversaries to attack
these networks (e.g., communication networks becoming the
target of cyber-attacks [26]–[30]). This stresses the importance
of security and privacy in the design of new wireless mobile
communication. According to a recent study [31], security and
privacy are open issues for D2D.

Given that the existing proposals in the wireless ad hoc
domain form a good solution base, although not directly
for D2D communication [32], we focus on recent work that
directly addresses the security and privacy challenges for D2D.

A. Security and Privacy Requirements for D2D

1) Security: The information exchange between D2D users
is more vulnerable due to the exposed nature of wireless
communication. Secure wireless communication must satisfy
the requirements of authenticity, privacy, confidentiality, in-
tegrity, and availability [33] to provide protection against
different attacks, such as Denial of Service, masquerading,
eavesdropping [34], [35]. We highlight the following security
requirements for D2D communication:

a) Authentication and Authorization: The goal of authentica-
tion is to evaluate who you are. It verifies the possession
of a private key or a secret. The prerequisite is to
assign an identity to a key or secret. This requires key
revocation, in case of a lost or stolen private key where
the key is no longer associated with the user identity. In
contrast, authorization verifies and grants what you are
permitted to do. First the D2D system authenticates the
user and then grants the user with pre-defined allowed
actions. On this basis, we can uniquely identify each D2D
user to distinguish between authorized D2D users and
non-authorized users. Authentication and authorization
are important to protect D2D communication against
impersonation and masquerading attacks.

b) Availability and Dependability: Authorized D2D users
should be capable of accessing a wireless network any-
time and anywhere, even under DoS or DDos attacks.
DoS attacks are more difficult to detect in D2D networks
because D2D does not rely on centralized infrastructure
[26]. For example, a jamming attack can be anonymously
started and adversely affect communication between D2D
users.

c) Non-Repudiation: Non-repudiation guarantees that au-
thentication can be asserted to be genuine and not be
refuted later. For instance, a system that prevents an
attacker who was authenticated before to deny author-
ship of messages later. Besides that, non-repudiation is
mostly a legal concept rather than a cryptographic one
[36]. Usually the legal concept refers to non-repudiation
of origin, of transfer, and of delivery. Correlated with
non-repudiation, one major problem in cooperative D2D
environments is trust, which escalates the risk of collusion
attacks if one D2D device trusts another device to attest
some aspect of non-repudiation.

d) Secure Routing and Transmission: In the presence of
adversaries, the information must be securely exchanged
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among D2D users. We have to ensure that only intended
D2D users are able to read the messages. Moreover, any
modification of a message during the transmission from
sender to receiver must be prevented.

e) Confidentiality: D2D service controls the data access to
ensure that only authorized D2D users can access it [37].
For instance, symmetric key encryption (SKE) uses a
shared key between D2D nodes to encrypt the data before
transmission.

f) Integrity: The goal of integrity is to provide accurate and
reliable information among D2D users without modifi-
cation or falsification. Data integrity may be violated if
the attacker compromises a node and launches malicious
attacks, such as message injection or false reporting [38].

The protection mechanism for standalone D2D must
consider that the direct connections between proximate
devices are more vulnerable due to limited computational
capacity of mobile devices for security related computations
[39].

2) Privacy: In contrast to security, which has a clear and
widely accepted definition, there exists no commonly used
definition for privacy. In addition, the term privacy covers a
large field of concepts with different interpretations [40]–[42].
That is a surprising fact especially given that privacy is one of
the most important concepts of our time and yet remains one of
the most elusive notions [43]. The following definitions show
the evolving understanding of privacy from a social-oriented
explanation to a more technique-conscious definition.

One of the oldest and most cited privacy definition is
from the 19th century by Warren and Brandeis: the “right to
be let alone” [44]. Another traditional definition of privacy
is “the state of being alone and not watched or disturbed
by other people” [45]. Altman realized that privacy is a
“boundary regulation process whereby people optimize their
accessibility along a spectrum of ‘openness’ and ‘closedness’
depending on context” [46]. Thus, the user has to share data to
some extent otherwise no useful, or only limited, services are
possible. Westin supports that statement by specifying privacy
as a “personal adjustment process” [47] to find a balance
between “desire for privacy with the desire for disclosure
and communication”. Most of today’s privacy understanding
is based on Westin’s explanation from 1967 [47, p. 7]:

Privacy is the claim of individuals, groups, or insti-
tutions to determine for themselves when, how, and
to what extent information about them is communi-
cated to others.

Altman and Westin were referring to nonelectronic environ-
ments with limited privacy violation. Today, personal informa-
tion is accessible anytime and anywhere by billions of people.
Hence, the D2D system must consider the following privacy
considerations for managing sensitive user data. Transparency
and minimization, D2D users must be aware of which data
they are sharing and the D2D system collects only absolutely
required data to provide a specific D2D service. A good
idea is to make the user data gathered by the D2D system
available to the D2D user [48]. Sensitivity of personal data is

Table II: Legend for security and privacy requirements.

Security Requirements Privacy Requirements

AA Authentication and
Authorization

AI Anonymity and
Indistinguishability

AD Availability and
Dependability

U Unlinkability

NR Non-Repudiation CP Context Privacy

SRT Secure Routing
Transmission

D Deniability

CI Confidentiality and Integrity

highly subjective and context-dependent. Therefore, the tools
to specify user preferences must be flexible to allow different
degrees of data publication. Which user data is transmitted and
to what extent to the D2D service. Access control, individual
user has selective control over their personal data [46], [49].
Risk management and data protection, minimize future privacy
risks by protecting data that is no longer under direct control of
the user [50]. The D2D communication must be protected by
some form of encryption. Our privacy requirements for D2D
are as follows [41], [51]:

a) Anonymity and Indistinguishability: hide the identity of
origin and destination of a D2D conversation from an
adversary.

b) Unlinkability: different sessions of D2D communication
of the same user should not be linkable. An adversary
cannot link D2D communication activities of a particular
D2D user to create a user’s profile, which contains a great
deal of personal information.

c) Context Privacy: adversary is not able to learn context
information during the D2D access, e.g., user location,
talk time, type of service request.

d) Confidentiality and Integrity: interactions between D2D
user and service include confidentiality and integrity
protection.
• Confidentiality: attacker cannot read messages trans-

mitted between two D2D users. This can be achieved
by cryptographic mechanisms, like stream ciphers to
prevent eavesdropping.

• Integrity: message during transmission cannot be mod-
ified. Modifications include changing, deleting, creat-
ing, delaying or replaying messages. Integrity can be
ensured by other cryptographic mechanisms like hash
functions.

e) Deniability: being able to plausibly deny a certain action,
such as sending a message.

The legend for security and privacy requirements used in
the following discussions is presented in Table II.

B. Relations between Security and Privacy Requirements
The previous Section, “Security and Privacy Requirements

for D2D”, defined the necessary D2D system requirements
and in this section we discuss the relationship between the
requirements as depicted in Figure 2.

One challenge for realizing security and privacy in D2D
communication is related to conflicting requirements. True
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Security Requirements Privacy Requirements

AA

CI

NR

SRT

AD

AI U

CI

CP

D

+
vs.

sup.

vs.

sup.

Figure 2: Relationships between security and privacy require-
ments for D2D. Contradicting requirements are identified with
“vs.”. Supporting requirements are identified with “sup.”. The
requirements AD and D have no relation to other security or
privacy requirements.

anonymity hides the user’s identity from eavesdroppers, ser-
vice providers and even other communication partners. How-
ever, we are unable to detect illegal user behavior if the user
can launch attacks anonymously. Anonymity conflicts with
authentication, the process by which the user identity must
be revealed for verification. User identity can be used as
an unique identifier by the attacker to track users and leak
sensitive information. This potential traceability contradicts
another privacy requirement, the unlinkability of an user. The
basic idea to solve these contradicting requirements is to use
anonymous authentication.

In non-repudiation, the message originator is verifiable to
avoid data leakage by false notifications from the adversary.
On the other hand, context privacy protects the data involved
during the D2D communication, such as user location, con-
versation partners, and talk time. It is easier for the attacker to
find the associated conversation data, when using a verifiable
message originator. The security requirement of secure routing
and transmission supports context privacy and should also
protect against passive traffic analysis. Otherwise, only the
content is secured against attackers but the adversary is still
able to find the communicating parties by analyzing the
amount and frequency of exchanged messages.

The following two security and privacy requirements share
the same goals. In the security domain, confidentiality guaran-
tees that only intended D2D users are able to access the data.
Similarly, for privacy it is important that the attacker cannot
read messages transmitted between two parties, which must be
considered for secure transmissions. The integrity requirement
defines the same goal between the two domains security and
privacy. The information among targeted D2D users is not
modifiable by unauthorized users.

In contrast, the following requirements have no direct re-
lation to other requirements: the security requirement, Avail-
ability and Dependability to ensure user access at anytime and
anywhere even during attacks, and the privacy requirement
Deniability.

C. Attack and Threat Model

We need a clear adversary model for D2D to properly
evaluate security and privacy protection mechanisms. The
adversary model specifies at least: (1) the parts of the personal
information being transferred and/or processed to which the
adversary has access, (2) external or background knowledge to
which the attacker has access, and (3) can different adversaries
collude [48].

For our attack and threat model we analyzed two central
entities: the mobile device and the wireless connection for
communication with other nearby mobile devices. D2D inher-
ently provides a strong anonymity because it misses the central
authority like a base station. Usually, the central authority has
access to a broader range of data, which increases the risk
of potential attacks and threats. Our threat model is based on
three dimensions [52]:

1) Insider vs. Outsider: The inside attacker is an authen-
ticated user in the network and can communicate with
other members. The outside attacker is a non-authentic
intruder with less privileges than the insider, which leads
to less threats.

2) Active vs. Passive: An active attacker can directly modify
the network or mobile device to obtain sensitive informa-
tion. For instance, modifications include change, delete,
create, delay or replay of messages. On the other hand,
the passive attacker acts in the background and does
not affect the mobile device or network. The adversary
listens, collects, and analyzes data. Once the passive
attacker has access to the system, it is hard to detect this
adversary.

3) Local vs. Extended: The local attack is limited in scope
and adversely influence only a few systems. An extended
attacker can control multiple entities scattered across the
network.

Our threat model with corresponding attacks is shown in
Table III. In this table, the attack pattern is described as active
or passive and the attack scope involves either a mobile device
and/or a wireless connection. The certain attack can be further
influenced by internal or external background knowledge of
the attacker and by the number of compromised entities. For
instance, the classification of location privacy attacks results
in four different types of attacks: single or multiple position
attack, context linking attack, and compromising a trusted third
party (TTP) [53]. Table IV shows the potential attacks to D2D
security and privacy as identified in our threat model.

III. SECURITY SOLUTIONS FOR D2D

D2D communication is vulnerable to diverse attacks due
to the broadcast nature of wireless communication [54]. For
example, an attacker can easily gain critical or private infor-
mation by secretly listening to the unprotected communication
among devices. We categorize the selected security solutions
into five domains: (1) key management, (2) authentication, (3)
confidentiality and integrity, (4) availability and dependability,
and (5) secure routing and transmission, as highlighted in
Figure 3.
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Security Approaches

Confidentiality
and Integrity

Authentication
and

Authorization

Key
Management

Availability and
Dependability

Secure
Routing and
Transmission

Addressed attacks

Malware attack

Man-in-the-
middle attack,
Impersonation,
Masquerading

Impersonation,
Masquerading

(Distributed)
denial of
service

Eavesdropping,
IP spoofing,
Session
hijacking

Figure 3: Classification of security approaches in D2D communication and addressed attacks.

Table III: D2D threat model focus on three dimensions: active
or passive / insider or outsider / local or extended attack
together with target entity.

Insider & Local Outsider & Extended

Target: Mobile Device Target: Wireless Connection

Active malware & ransomware,
app rewriting, hijacking,
information leakage, social
engineering, masquerading

jamming, denial of service,
session hijacking, imperson-
ation, replay, delay, drop,
repudiation, data corruption

Passive location tracking, context
monitoring

eavesdropping, man-in-the-
middle, traffic analysis

Key management and authentication services guarantee that
data originates from authentic entities. Key management is a
crucial issue to achieve several security requirements espe-
cially for distributed systems like D2D communication. Key
management generates, stores and exchanges cryptographic
keys among legitimate users. Authentication provides mutual
authentication and secure group communication. Confiden-
tiality and integrity prevent leakage of exchanged data to
illegitimate users. Another domain of security is availability
and dependability to maintain satisfactory user experience. For
instance, any node is able to launch a Denial of Service (DoS)
attack to disturb D2D communication. Therefore, availability
and dependability ensures that D2D communication is avail-
able even under DoS or DDos attacks. Finally, secure routing
and transmission protects data transmission among authentic
users.

A. Key Management

Key management is a basic procedure for security to
generate, store, exchange and update keys [55]. In group
communication, key management is crucial when members
join or leave the group using shared keys.

Yeh et al. [56] proposed key agreement and batch authen-
tication for peer-to-peer (P2P) based online social networks
(OSNs). Their security framework offers embedded key au-
thentication and requires less messages to authenticate several

users. It applies three different batch authentication protocols:
one-way hash function for lower computational cost, ElGamal
proxy encryption to exchange information among users, and
a certificate based protocol guarantees non-repudiation of
transactions. The work of [57] also used batch authentication
to offer an efficient one-to-many authentication approach for
P2P based networks.

In the following, we discuss Attribute Based Encryption
(ABE) for secure data exchange in delay tolerant networks
(DTNs). Sudarsono and Nakanishi [58] implemented ABE for
authenticating routing messages. The routing node encrypts
the symmetric key using ABE and then distributes it to all
participating nodes. Only those nodes that match a specific
attribute policy are able to extract the key. The routing
message itself is encrypted via Advanced Encryption Standard
(AES). Hur and Kang [59] proposed an attribute-based secure
data retrieval scheme using CP-ABE for decentralized DTNs.
This solution allows immediate attribute revocation, which
enhances backward and forward secrecy of confidential data.
Moreover, their approach resolved the key escrow problem.

Jaiswal et al. [60] proposed a group key agreement (AGKA)
protocol based on Elliptic Curve Cryptography (ECC). The
users securely communicate via a session key, which is re-
ceived from a trusted third party. In [61], the authors discussed
issues of group dynamics and key management for secure
group communication. A secure group communication com-
putes and distributes group keys with minimal communication
and computation cost.

In M2M networks, most approaches use Group Key Agree-
ment (GKA) and Group Key Management (GKM). Each M2M
device shares a group key with other devices in the same
group. Similar approaches are presented in [62] and [63] for
group based authentication in M2M networks. Zhang et al.
[62] used group based authentication and GKA. In this work,
each M2M device pre-shares an additional secret key with
other M2M devices of the same group. This shared key is used
for local authentication with the serving network. The authors
in [63] proposed a lightweight group authentication protocol
for M2M communication based on message authentication
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Table IV: Potential attacks in D2D communication [30], [52], [54].

No Attack Description

1 (Distributed) denial of
service

Attacker floods the wireless channel with generated messages to disrupt communication. D2D is more vulnerable to
DoS attacks because of real-time constraints for the D2D communication. To overcome this problem, we can switch to
another wireless channel.

2 Man-in-the-middle
attack

Adversary is positioned between sender and receiver and sniffs any information being sent between the two nodes.

3 Masquerading Attacker tries to pretend it is another authenticated communication partner by using a false identity. The behavior is
similar to the impersonation attack.

4 Impersonation Launch an attack using the identity of other mobile devices, e.g., MAC or IP address. This is often the first step for
additional, more sophisticated attacks.

5 Session hijacking Attacker spoofs the victim’s IP address and determines the sequence number expected by the target node. Afterwards,
the adversary performs a DoS attack on the victim node and impersonates this node to continue the session with the
target node.

6 IP spoofing Malicious node manipulates IP packets, particularly the headers.

7 Bandwidth spoofing Adversary has unauthorized access to the bandwidth of a legitimate user.

8 Eavesdropping Mobile hosts share the same wireless medium and broadcast signals over airwaves, which can be easily intercepted
by receivers tuned to the proper frequency. Thus, the attacker can read exchanged messages and is able to inject fake
messages to manipulate other users.

9 Jamming Transmitter generates a strong signal to disrupt communications. As a result, the transmitted messages are corrupted or
lost.

10 Location spoofing Attacker sends fake location information to disturb the D2D group formation. In addition, the adversary is able to
imitiate artifical locations to confuse D2D group members.

11 Inference attack
(context data leakage)

Attacker eavesdrops a wireless channel for various purposes, such as location tracking and context monitoring. These
techniques aim at infer user behavior and whereabouts. For example, the threats associated with location tracking are
stalking, mugging, burglary of unoccupied home. The adversary tries to recognize user activities by movement traces,
such as frequent visits to a hospital or a night club, to obtain sensible data.

12 Malware attack
(mobile data leakage)

The users’ mobile device is compromised by malware and/or ransomware. The malicious program can be a trojan,
worm, virus or botnet/spyware and is able to attack both operating systems and user applications. Thereby, the attacker
reveals private information. The malicious program can spread through the network and slow down the entire mobile
system or cause damage.

13 Free-riding attack Selfish D2D users are not willing to share their own resources with other D2D users resulting in reduced system
utilization and availability for D2D communication.

14 Trust manipulation
attack

Adversary forges its trust value so that other D2D users believe that he will act in a reliable and trustworthy way. For
example, to attract D2D communication requests.

codes. The so-called LGTH framework authenticates all M2M
devices and reduces the authentication overhead.

The authors of the paper [64] analyzed a dynamic updating
policy for GKA in M2M LTE-A networks. Their approach uses
an asynchronous secret share along with Diffie-Hellman key
exchange for authentication in LTE-A networks. The authority
of M2M devices is dynamically updated in their approach.

Cao et al. [65] aim to increase the security of M2M devices.
Their approach used a group based access authentication by
aggregation signature. The network simultaneously trusts a
group of devices and generates independent session keys with
each device using the group based keying.

Another important aspect of D2D communication is to
securely find localized content in the network. Searchable
encryption (SE) creates an encrypted search index generated
over a data collection to protect the content without appro-
priate tokens. The authors of [66] and [67] analyzed SE
and suggested a multi-keyword ranked search operation over
encrypted data.

B. Authentication
Authentication is a key factor for secure D2D communi-

cations to resist a multitude of attacks. It must be ensured

that only authorized devices can use the D2D service. There
are two types of authentication: entity authentication and data
authentication.

[68] aims to design a joint operation protocol comprising
routing control and group key agreement. The work is based
on ideas related to the dual operation of infrastructure and
ad hoc D2D mode. The approach proposed by these authors
controls the D2D network and manages the group key in self-
organized groups of ad hoc nodes based on their IP addresses.
The authors of [69] and [70] considered key agreement and
key management to provide authentication in D2D communi-
cations. Shen et al. [69] introduced a secure and efficient key
agreement protocol for transmission in D2D communications.
The authentication is based on Diffie-Hellman key agreement
and commitment schemes. The secure key agreement enables
two mobile devices to establish a shared secret key for D2D
communication without prior knowledge. This technique is
robust against man-in-the-middle attacks.

On the other hand, the authors in [70] presented key
exchange protocols for end-to-end security. The D2D users
can hide their identity and group information during the com-
munication. Public Key Cryptography (PKC), based on digital
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signature, and mutual authentication provide user authenti-
cation, non-repudiation, traceability, and integrity. Symmetric
encryption further ensures data confidentiality.

The proposal in [71] introduced an end-to-end authentica-
tion which is implemented using ECC based Identity-based
Cryptography (IBC). This facilitates system implementation
on constrained IoT devices. The architecture consists of a
trusted authority (TA) on the border gateway. Each owner of
IoT subnet can assign subnet ID and maintain a TA on the
border gateway. The border gateway manages authentication
and trust of TA keys to avoid additional communication load
and latency. The revocation of a public key in IBC also revokes
the identity. To overcome this problem of public key revocation
in IBC, the identities in their approach are locally assigned
IPv6 addresses. These addresses can be renewed whenever
trust to a local device requires revocation.

Zhang et al. [72] proposed a Secure Data Sharing (SeDS)
protocol for D2D communication in LTE-A networks. SeDS is
based on Diffie-Hellman Key Exchange (DHKE) and HMAC
digital signature to provide authentication and malicious node
detection. If the transmitted data originates from an illegitimate
provider or is altered by adversaries, the receiver is able to
detect the event by signature verification and send a feed-
back message. Security management schemes are necessary
to enable authentication of user content. Goratti et al. [73]
suggested a security communication protocol to establish
direct links between D2D devices. The protocol broadcasts
a beacon to nearby devices to set up a D2D communication
and then uses a random pre-distribution encryption key for
authentication.

Key generation via physical layer is especially interesting
for D2D communications. The secret key generation (SKG)
takes advantage of the randomness and reciprocity of wireless
communication channels to ensure secure communications.
However, there are different passive and active attacks on
physical layer security. The passive attacks include channel
probing and randomness abstraction. The active attacks in-
clude disruptive jamming and channel manipulation. There-
fore, the authors in [74] analyzed the security strength of
physical layer key generation based on channel reciprocity
and randomness. Their approach combines user generated
randomness and channel randomness to create a shared secret
key under active attacks. This secret key generation via the
physical layer is used to establish direct communication links
between transmitter and receiver.

Another scenario considers cooperative relaying for a better
randomness in channel variation and a higher key generation
rate. Thai et al. [75] presented a secret key generation scheme
with multiple untrusted relays. The key generation scheme is
designed with zero forcing and minimum mean square error
(MMSE) channel estimator for untrusted relays. Chen et al.
[76] used another relay mechanism to create a full duplex
jamming scheme for secret key generation.

C. Confidentiality and Integrity
Confidentiality and integrity are important for D2D com-

munication to secure the user contents and enable legitimate
users to decrypt content.

We can use a key extraction protocol based on Channel
State Information (CSI) to avoid leakage of key information.
Usually, such approaches extract keys from the measurement
of individual sub carriers. The problem is that CSI measure-
ments from neighboring users have strong correlations. Hence,
the attackers can calculate the key in a relatively short time
window. Xi et al. [77] proposed a fast secret key extraction
protocol called KEEP to overcome these problems. KEEP
uses a validation mechanism to obtain secret keys from CSI
measurements of all users.

Information theoretic security is able to generate secret keys
to achieve data confidentiality, integrity and authentication.
Chen et al. [78] showed a power allocation technique for the
generation of secret keys in relay based LTE-A networks. The
impact of power allocation on the SKG rate improved network
security.

Sun et al. [79] introduced cooperative key generation to
set up shared secret keys between devices. Cooperative key
generation enables two users to select neighbors as relays
and directly extract a secret key from the wireless channels
among them. The main issue is the self-interest of mobile
users to act as relays without sufficient reward. For this
purpose, the authors illustrated a game theoretical approach
called SYNERGY to encourage cooperative key generation. In
SYNERGY, the cooperative key generation is formulated as a
coalition game. The algorithm partitions all involved nodes
into multiple disjoint coalitions. Every node in a coalition
is strongly encouraged to support other nodes in the same
coalition to establish secret keys for rewards.

Tata and Kadoch [80] presented a secure load balancing
algorithm called Selective Ad hoc on Demand Multipath Dis-
tance Vector (LBS-AOMDV). The objective is to reduce the
impact of confidentiality attacks by preventing eavesdroppers
from obtaining information from legal users. LBS-AOMDV
is based on multipath coded information transmissions, data
splitting, and data shuffling schemes. The packets are divided
into segments. Afterwards, each segment is shuffled with
respect to the random sequence position (RSP). Thus, the
number of intercepted packets decreases and the eavesdropper
receives less meaningful information. LBS-AOMDV assumes
that only source and destination know the RSP, which is
encrypted at the transmission begin.

In order to establish social relationships between D2D users,
Guo et al. [81] proposed a privacy preserving mutual authenti-
cation scheme. This scheme first identifies social relationship
based on similar user attributes. Then, the D2D users are able
to share their encrypted content and only users with similar
attributes can decrypt the content. Another work [82] keeps
data confidential, detects misbehavior of service providers,
and is broadly applicable to popular social networks, such as
Facebook. The clients collaborate to ensure data confidentiality
and integrity when using an untrusted service provider. The
untrusted service provider cannot deviate from the correct
execution without being detected. Therefore, the data shared
among users is signed by the data provider to ensure data
authority. The signed data will be re-signed by the transmitter
to guarantee the transmission and provide evidence for the
data sharing event.
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D. Availability and Dependability

Availability guarantees that the authorized user is able to
access the D2D communication. Denial of service is referred
to as non-availability of service that should be available.

Liu et al. [83] considered secure transmission in large-
scale cellular networks with energy-constrained D2D transmit-
ters. The authors introduced Wireless Power Transfer Policy
(WPTP) and an information signal model to enable wireless
energy harvesting and secure information transmission. The
information signal model uses a stochastic geometry approach
to model, analyze, and evaluate the performance of the net-
work. The system’s security performance is determined by
power outage probability and secrecy throughput. The results
show that the secrecy performance is improved by increasing
the densities of multi-antenna equipped power beacons and
D2D receivers. As an extension, Liu et al. [84] demonstrated
the power technique for secure D2D communication in large-
scale cellular networks. The power transfer model includes
three wireless power transfer policies: Cooperative Power
Beacons Power Transfer (CPB-PT), Best Power Beacon Power
Transfer (BPB-PT) and Nearest Power Beacon Power Transfer
(NPB-PT). The authors used the power outage probability
to characterize the power transfer reliability of the proposed
three policies. For the information signal model, the authors
created a comparative framework with two receiver selection
schemes: Best Receiver Selection (BRS) and Nearest Receiver
Selection (NRS). The objective of BRS and NRS is to examine
various network parameters, such as density of D2D receivers,
threshold transmit power. As a result, BRS achieves better
secrecy performance than NRS, but incurs additional overhead.

Chuan et al. [85] studied a large scale D2D enabled cellular
network in the presence of eavesdroppers through stochastic
geometry. They studied SINR distribution of cellular links,
D2D links and eavesdropping links. The results show that
cellular links are not reduced by introducing D2D links.
Furthermore, the interference from D2D communications can
be exploited to enhance physical layer security of cellular
communications. The main limitation of their study is the fixed
mode, either cellular or D2D, for each user. The users should
be able to change the communication mode.

The authors of [86] presented a solution based on Identity
Based Encryption (IBE) to secure the exchanged D2D mes-
sages during discovery and communication. A pseudonym-
based scheme is applied to ensure user privacy and update
private keys. In addition, the Elliptic Curve Digital Signature
Algorithm (ECDSA) provides non-repudiation.

Zhang et al. [87] examined physical layer security in D2D
communication as an underlay to cellular networks. The work
states that D2D generates interference when it accesses the
spectrum of cellular users and hence decreases the channel
secrecy capacity. On the contrary, D2D increases the system
secrecy capacity. To address this problem, these authors for-
mulated the radio resource allocation as a weighted bipartite
graph and introduced the Kuhn Munkers Algorithm (KMA) to
find the maximum sum secrecy capacity for both cellular and
D2D users. The results show that the system’s secrecy capacity
linearly increases with the increasing number of cellular users

and D2D users.

E. Secure Routing and Transmission

The information exchange between D2D users must be
secured. Luo et al. [88] developed a Stackelberg game in which
cellular users are considered as leaders and D2D users are
considered as followers. This approach maximizes the rate of
cellular users and secrecy capacity of D2D links by optimizing
the transmission power and channel access of D2D links.
Another work [89] studied the physical layer security in multi
tier heterogeneous cellular networks (HCNs). The framework
provides secure transmission under stochastic geometry. The
authors used an average received signal power (ARSP) policy
in which the users can only create a connection with the
base station providing highest ARSP value. The link quality
is improved by adjusting a larger access threshold of SINR.

Chu et al. [90] studied the secrecy rate optimization prob-
lem with multiple D2D communications. The work considers
two optimization problems: robust power minimization and
robust secrecy rate maximization. Their approach used an
approximation solution based on Bernstein-type inequality
and S-procedure to solve these optimization problems. The
Bernstein-type inequality-based approach performs better than
the S-procedure regarding achieved secrecy rates.

Another paper [91] applied an interference avoidance
scheme for cooperative D2D communication in cellu-
lar systems. The cooperative D2D users communicate bi-
directionally with each other and also serve simultaneously as
relays to assist the two-way transmission between two cellular
users. However, the cellular and D2D links share the same
spectrum, which creates mutual interference. To overcome
this problem, the authors use two different approaches. The
first approach is a CSI-free criterion, which aims at system
SEP optimization and low complexity. The second approach
is a CSI-based criterion for security and reliability with high
complexity. Panaousis et al. [92] used a Secure Message
Delivery (SMD) protocol to securely transmit data from source
to destination. Their approach finds a solution for the secure
message delivery game. The defenders are D2D users that
identify all legitimate network devices. The attackers introduce
different malicious messages into the D2D network.

In the following, we discuss secure transmission protocols
for ad hoc networks. The authors of [93] analyzed a secure
policy agreement for open-privacy routing in wireless commu-
nications. Their contributions are as follows: (1) how to obtain
an open-privacy policy using Secure Policy Agreement (SPA)
mechanisms in on-demand location centric MANET routing,
and (2) how to combine SPA with Privacy Routing (SPA-
P) protocol for better privacy. The solution achieves a high
throughput, low delay and low network overhead. In [94], the
authors proposed Inspired Biotic Hybrid Cryptography (IBHC)
to protect ad hoc wireless networks against heterogeneous at-
tacks. The SRPAHA protocol enables cryptographically secure
communication among nodes using Hybrid DNA-based Cryp-
tography (HDC). HDC requires less communication band-
width and memory as compared to existing ARAN schemes.
The authors of [95] use puncturable encryption to achieve
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forward secure encryption in store and forward messaging
systems, such as email and SMS.

Regarding secure routing protocols that are based on trust
management, Chen et al. [96] applied dynamic trust manage-
ment for secure routing optimization. The approach introduced
two social trust metrics: healthiness and unselfishness to deal
with malicious and misbehaving nodes. Their results showed
that the trust based secure routing protocol outperforms
Bayesian trust-based routing and PROPHET. Moreover, trust-
based epidemic routing (TBER) is proposed in [97] to address
the selfish problem. TBER does not only affect selfish nodes
to collaborate with others, it also detects and rejects malicious
nodes to send messages. Another idea to reveal misbehaving
nodes is to take advantage of an Information Centric Network
(ICN) [98]. The ICN monitors and stores all information
exchanged in DTNs. Simultaneously, the ICN searches for
malicious nodes and selects an alternative transmission path,
so that packets arrive at the destination securely. Furthermore,
the approach proposed in [99] applied a co-operative scheme
called combined faith value (CFV) to reduce the harmful ef-
fects of malicious nodes in the network. The node performance
in the past is examined by querying neighbor nodes. The node
is treated as friendly until it satisfies a pre-defined threshold
defined by CFV. A recent work [100] used Fawkes Routers to
verify node interactions.

IV. PRIVACY SOLUTIONS FOR D2D

Proximity-aware applications based on D2D and mobile
social networks are facing various privacy challenges, such as
location privacy, identity privacy, trust and malicious attacks
[101]. For example, 46 % of teen users and 35 % of adults
turn off location tracking features due to privacy concerns
[102]. Thus, privacy is a key concern in D2D communication
to prevent the leakage and illegal usage of sensitive data. We
categorize the selected privacy solutions into four domains:
access control, obfuscation, anonymity, and cryptography (Fig-
ure 4). The Section “Application-Oriented Privacy” further
highlights D2D application scenarios for the reviewed privacy
solutions. These scenarios include communication privacy,
location privacy, and device-specific privacy.

Access Control ensures a fair use of personal information
by using rules or trust-based mechanisms between individuals
[40]. For instance, sharing sensible information over D2D with
a family member is allowed, but will be denied with a stranger.
Anonymity approaches take advantage of pseudonyms to cre-
ate ambiguity among mobile users. Therefore, we achieve the
dissociation of information about an individual to hide the
person’s identity. The key limitation of anonymity is the need
to authenticate the user. In contrast, obfuscation techniques
degrade the quality of information, such as the person’s loca-
tion to protect user identity. Obfuscation and Anonymity are
similar in that both strategies attempt to hide data in order to
protect privacy, but obfuscation is explicitly a spatial approach
to location privacy [40]. Finally, the cryptographic approaches
have been extensively used to secure wireless communication
and to enforce confidentiality of services.

A. Access Control

The idea of access control is to grant or deny a given
service provider or other users the right to perform a given
action on user’s private information. The user should decide
whether to share this information or not during the D2D
communication. Therefore, the mobile user needs additional
mechanisms to control information flow. We can identify three
different context-aware access control techniques [48]. In the
first technique, the authorization with Discretionary Access
Control (DAC) depends on the identity of the subject and
is well suited in unstructured domains like generic Internet
services. In the second technique, Role-Based Access Control
(RBAC) takes advantage of the subject role within a structured
organization, such as a company or hospital. The functional
role simplifies the definition of access control policies. And
in the third technique, the Mandatory Access Control (MAC)
uses a sensitivity level assigned to each object and a policy
defines which sensitivity level is allowed to access the private
information. Most systems for access control use semantic
web technologies, such as OWL ontologies, RDF or SWRL
to model privacy policies, user context or roles.

In the following, we show examples of access control
systems. Behrooz and Devlic [103] proposed a DAC system
to control the granularity of the released information. This
technique is based on the definition of complex situations
via ontology-based context models and support of social
relationships. Another access control system called SensorSafe
[104] aims at protecting personal sensor data. The level of data
disclosure is determined by a broker based on trust among
users. The raw sensor data is abstracted to context labels, such
as “noise” or “conversation”.

The rigidity of merely two possible actions, grant or deny
(all or nothing), is a major weakness of existing access control
systems. In reality, users need more flexibility by using obfus-
cation to disclose information at different levels of granularity.
There is a demand to define varying levels of data granularity.
Therefore, the notion of trust [105] can be helpful to build
privacy levels. In principal, we can classify mechanisms for
trust establishment into two different categories: credential-
based and reputation-based trust [42]. Credential-based trust
obtains and verifies credentials of an entity. Usually the
credentials are digital certificates, which are maintained by
a public-key management (PKI) to ensure bindings of public
keys to identities. Methods of reputation-based trust compute
trust levels using the history of the entity’s past behavior or
recommendations by other users.

Personal Data Store (PDS) is another idea to store, manage,
and deploy all important personal information in a highly
secure and structured way. The individual users get a central
point of control for their personal data, such as contact
information, preferences, and friend lists. Several approaches
build a PDS for better data control and security. The work
of [106] proposed a framework known as openPDS, which
can collect, store, and manage third party access to personal
metadata. However, the framework requires user effort to
manage the storage and data access to third parties, and the
design does not support user feedback. Haddadi et al. [107]
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Figure 4: Classification of privacy preserving approaches [48] and addressed attacks.

proposed a similar framework called Databox, which is a
networked device that collects all personal data and provides
data control and anonymization of sensitive information.

B. Obfuscation

The D2D environment is highly dynamic and the status of
surrounding users can change frequently. There are multiple
possible communication parties and we share data with dif-
ferent levels of sensitivity depending on context factors, such
as trust relationships. For instance, consulting a stranger for a
train timetable is much less sensitive because the information
is available to the public. We share various context data during
the D2D communication, e.g., our location, access time, and
depending on the D2D implementation much more sensitive
data. If there are several potential discussion partners, we
need a grouping mechanism based on relative distance and
additional context data to describe the identity of the place,
including background noise, illumination, humidity, and so on.

Regarding obfuscation, private data is associated with a
sensitivity level, which depends on the information accuracy.
The less accurate the information or data, the less sensitive is
the data. The goal of obfuscation is to degrade the quality of
information and protect the user identity. Usually, obfuscation
methods are based on generalizing the information or by
providing fake information to achieve the aforementioned goal.
There has been extensive research on location obfuscation (see
details in Section “Location Privacy”).

In this section, we present system approaches that can
automatically adjust the context data to the current situation
according to user preferences, discussion partner, location, and
time. Wishart et al. [108] used an ontological representation
of context data in which users are able to define preferences
by setting an obfuscation level applied to data based on the
current situation. For example, the user specifies a preference
to disclose the current activity only to friends. Especially for
D2D group communication, we need privacy protection during
the exchange of context data among a group of people. The
approach of Franz et al. [109] negotiates a privacy policy
among all group members including which data is published
and at which accuracy. For instance, a group of travelers visit
Europe and to allow new people to join the group, information

about the group like the current location and cultural interests
should be published. However, the group member Alice only
allows release of her location at the city level and Bob prefers
to hide his membership completely.

C. Anonymity

Obfuscation hides the user identity by reducing the data
accuracy. This may result in a negative impact on the service
quality. Anonymity-based techniques overcome this problem
by protecting the user identity without sacrificing the informa-
tion accuracy.

However, the security approaches for D2D need authenti-
cation, which contradicts anonymity. The PrimeLife project
[110] defined an anonymous authentication by adopting cryp-
tographic primitives to prove attributes to a third party without
revealing the user identity. In the D2D domain, we need
to couple the anonymization technique with a reputation
mechanism to create trust among the anonymous conversation
entities. In this way, the mobile users feel more comfortable
and are willing to share more sensitive content, even if they
are sharing content with strangers. The work of Christin et
al. [111] anonymously verifies the reputation score of users
by using periodically changing pseudonyms associated with a
reputation level. The cryptographic blind signatures are used to
prove the source reputation without revealing individual user
identity.

We prefer anonymity techniques that are not dependent on
centralized user-trusted entities due to the opportunistic D2D
communication. Boutsis and Kalogeraki [112] share users’
trajectory paths across mobile devices. Each user knows only a
small part of the trajectory and cannot identify the information
source. Anonymity mechanisms should consider malicious
users who may take advantage of anonymity for illegal actions.
In this case, it is necessary to identify the user. The PEACE
framework [41] splits all critical information like user identity
and group secret keys into two parts and distributes them
across different entities, such as group manager and network
provider. No entity can determine user’s essential attributes or
compromise privacy unless two entities collude. The collusion
between two entities allows the identification of users perform-
ing illegal actions. The PEACE framework as stated above
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achieves user access control, user accountability, k-anonymity
and non-linkability through the separation of powers.

Pseudonyms are another idea to achieve anonymity. By
definition, a pseudonym is an identifier of a subject other
than one of the subject’s real names [113]. Petit et al. [114]
identified two essential pseudonym requirements to ensure
privacy. A new pseudonym should always be available in case
of pseudonym change and a pseudonym must have a validity
period to avoid tracking. However, since each pseudonym is
unique, all corresponding messages are linkable. We need ad-
ditional techniques to exchange pseudonyms between mobile
users for non-linkability. These mechanisms can be catego-
rized into three groups:
• Periodical change: randomize the period to change

pseudonyms. Eckhoff et al. [115] designed a time-slotted
pseudonym pool with swapping functionality. Every mo-
bile user has a pseudonym pool and uses each pseudonym
for a specific time slot.

• Context-based mix zone: detect and create a dynamic mix
zone in social spots such as crowded environments [116].
Inside the mix zone users don’t send position updates.
Each user receives a new pseudonym when leaving the
mix zone [117].

• Collaboration: nearby users communicate with each other
to synchronize their pseudonyms to confuse the adver-
sary. Pan and Li [118] proposed a cooperative pseudonym
scheme based on the number of surrounding users. The
mobile device monitors the neighbors within a certain
radius. The pseudonym exchange occurs only when the
predefined threshold of nearby users is reached.

D. Cryptography
In this section we review cryptographic techniques applica-

ble to D2D communication. We have to include cryptographic
mechanisms to increase the reliability of security and privacy
approaches for D2D. Our focus is on lightweight mechanisms
due to resource constraints of mobile devices with respect to
computation power and energy consumption.

The presented cryptographic approaches achieve several
privacy goals, such as anonymity, unlinkability, content pri-
vacy, confidentiality, and integrity when exchanging messages
between mobile users. A widely used standard approach is the
Public Key Infrastructure (PKI) in which each participant has
private and public keys to authenticate messages. However, the
PKI should be modified to fulfill several privacy requirements.
Certificates shouldn’t contain identifying information about
the owner. And keys should be changed periodically to avoid
linking of signed messages by the same certificate. Raya and
Hubaux [119] presented an approach where each user obtains
two certificates. An unique long-term identity together with a
key pair and multiple pseudonyms associated with anonymous
key pairs to sign messages. Key management and distribution
is a major problem for heterogeneous environments like D2D.
Nagy et al. [120] state that the problem of sharing public
and private keys to securely communicate is not solved. They
leverage single sign on and authorization mechanism like
OAuth 2.0 of a social network (e.g., Facebook) to avoid the
key management problem.

Multi-party and distributed cryptographic protocols are im-
portant for D2D because they fit the natural properties of
standalone D2D environments in which users are distributed
without mutual trust. We introduce the idea of Identity-based
Cryptography (IBC) [121]. In IBC, each mobile user is able to
create a public key through locally available information, such
as a phone number or email address. This removes the need
to certify the public key and we are able to directly exchange
certificates within messages. Nevertheless, IBC requires a
centralized trusted authority, which owns a master private key
to generate private keys for each user.

Signature schemes, such as group signature, provide
anonymity and unlinkability for mobile users. Each group
member has a private key and signs messages anonymously
on behalf of the group. Other members use a shared group
key to verify signed messages without revealing who signed
them.

Homomorphic encryption (HE) is another interesting class
of cryptographic schemes for D2D communication, especially
when requesting data from untrusted entities. HE allows users
to perform operations on encrypted cipertext without knowing
the original data [122]. Thereby, HE produces the same en-
crypted result on cipertext as operations executed on plaintext.
This is important for environments where the computation oc-
curs on different servers that don’t trust each other. Two known
homomorphic cryptosystems are Paillier [123] and ElGamal
[124]. The proposed systems are semantically secure so that
it is impossible to derive any information about the plaintext,
given its ciphertext and public key. Paillier decrypts arbitrarily
large plaintexts very efficiently, but operations like multiplica-
tion and exponentiation are expensive. In contrast, ElGamal’s
scheme is more efficient regarding computational cost, though
it only decrypts small plaintext values. For instance, Mu and
Bakiras [125] applied homomorphic encryption to privately
identify whether friends are within a nearby distance without
revealing the actual user identities.

We can apply Private Information Retrieval (PIR) to protect
content in D2D communication. The receiver queries data and
the sender does not discover anything about the specific data
requested. PIR ensures the privacy of the receiver. Solutions
based on PIR usually aim at retrieving information from the
nearest neighbor with respect to the current user position [48].
Ghinita et al. [126] applied PIR to answer queries without
learning or revealing any information about the query. To
achieve this goal, PIR relies on the quadratic residuosity as-
sumption; a computationally difficult task to find the quadratic
residues for the product of two large primes [53], [126]. The
PIR approach does not require a trusted third party and offers
strong privacy guarantees. Its major disadvantage is a high
computation and communication overhead, which is a concern
for resource constrained D2D mobile devices.

Finally, Searchable Encryption (SE) is a new approach
applicable to D2D to enable private search on external storage.
Bösch et al. [127] provided an extensive review on provably
secure searchable encryption. The main idea is to encrypt a
search index generated over data collection so its content is
hidden without appropriate tokens. The tokens can only be
generated with a secret key [122]. The search process is as
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follows: given a token for a keyword, an user can retrieve
pointers to the encrypted data files containing the keyword.

E. Application-Oriented Privacy

In this section, we summarize application-oriented privacy
schemes for D2D communication including communication
privacy, device and application privacy, and location privacy.

1) Communication Privacy: The environment, in which
D2D communication is used, frequently changes with respect
to the number of D2D communication partners. D2D commu-
nication refers to dynamic, self-forming, self-organizing (au-
tonomous) peer-to-peer networks [34]. The D2D system has
no central authority in contrast to conventional infrastructure-
based last-hop-wireless networks, where the network provider
acts as TTP [34]. In standalone D2D, the adversary must break
in a number of D2D devices to achieve a reasonable amount
of user information. On the other hand, when an attacker
compromises D2D nodes, the attack detection takes more time,
which is a benefit for the adversary.

Currently, wireless systems are very limited regarding user
privacy and are not satisfactory [41]. Global System for Mobile
Communications (GSM) provides a low level of anonymity,
mainly protecting the user identity from an eavesdropper by
using short-term temporary mobile subscriber identity (TMSI).
We needed additional mechanisms to reach the goal of privacy-
preserving communications to protect the content and identity
of communicating users.

In addition to standard approaches against eavesdropping,
we can use pseudonyms and signature-based techniques to
enhance user privacy. Public key based approaches can be
challenging to deploy because of the distributed nature of
D2D communications. Symmetric-key encryption or Identity-
Based Cryptography (IBC) [32], [121] are preferred, instead
of infrastructure-dependent schemes. IBC enables message
encryption and signature verification. The public key in IBC
is derived from unique identity information, such as a phone
number or email address and the private key is generated by a
private key generator (PKG) [34]. The Hierarchical Identity-
based Cryptography (HIBC) is an extension of IBC and
considers multiple geographical regions for which different
PKGs for each region are needed. As a result, IBC is not
better than traditional PKI regarding authentication, although
it is preferential due to less required network connectivity.

Anonymous authentication is another important aspect for
communication privacy. The basic idea is to hide the particular
user identity, but at the same time verify the legitimacy of the
user [41]. There are three major signature schemes to achieve
anonymous authentication. The blind signature [128] in which
message content is disguised from its signer. The user obtains
the blind signature from the service provider and unblinds it
to use as an authentication token. The ring signature [129]
in which the actual signer declares a set of possible signers
to compute a message signature by using his or her own
secret key and the public keys of others. The recipient verifies
the signature from one of the declared signers and is able
to exchange authoritative secrets in an anonymous manner.

The main drawback of these two schemes is the irrevocable
anonymity, which does not support the detection of illegal
user behavior or insider attacks. The group signature [130]
uses k-anonymity to achieve user privacy. The verifier only
checks whether a group member has signed the message. This
scheme has the ability to revoke user anonymity to account
for malicious users.

Cryptographic mechanisms to protect message contents are
vulnerable to traffic analysis. For example, the message paths
can be revealed due to detection of source and destination
by measuring the transmission rate. In this case, we need
randomized communications to achieve anonymity. Koh
et al. [131] introduced randomness in routing paths by
phantom receivers and allowed the actual destination node to
randomly forward messages to random phantom receivers. In
general, existing privacy-preserving network schemes can be
classified into non-network coding [132], [133] and network
coding [134], [135]. The authors of [132] randomly injected
dummy packets into the routing path to create multiple
routes. Mehta et al. [133] hid the source and destination
by using fake sources and receivers to periodically generate
dummy traffic. The work of [134] proposed homomorphic
encryption with network coding to enhance user privacy.
Network coding provides an intrinsic mixing feature, such
as Mix-net [136], where the mix nodes reorder and shuffle
transmitted messages. In [135], the authors combined network
coding with the Onion routing concept to achieve unlinkability.

2) Device and Application Privacy: The security and pri-
vacy of the mobile device is important for secure D2D com-
munication because the mobile device executes applications to
enable D2D services.

In the following, we highlight key characteristics of mobile
security and privacy [137]. The mobile device is strongly
personalized because the device owner is its unique user. In
addition, mobile devices are most of the time connected to
a wireless network to use helpful services like navigation.
Finally, the technology convergence in which a single mobile
device combines different technologies allows a series of
attacks. For example, a privacy infringing attack on a mobile
device can leak a user’s phone-related information, e.g., con-
tacts, messages, call logs or information derived from sensors.
Such an attack can corrupt the integrity and confidentiality of
D2D-based services.

Device-oriented privacy refers to a mobile trusted platform
that can fulfill several attributes of a basic security mechanism
for mobile devices [138]:
• Platform integrity: we need to verify the integrity of the

platform code. Boot time integrity alone is insufficient,
since the attacker can still modify the system after the
boot process. Thus, we need a trusted software compo-
nent that continuously monitors the platform integrity and
repairs modified components automatically [139].

• Secure storage: a common way to secure storage is a
confidential and integrity-protected device-specific key
that can be accessed only by authorized code.

• Isolated execution: each software component is isolated
and can only access other resources of the mobile plat-
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form with extra permission. The isolated execution in
combination with secure storage constitutes a trusted
execution environment.

• Device authentication: external service is able to verify
the authenticity of the mobile device.

• Attestation and provisioning: external service provider
verifies that the device is running a compliant platform
version.

Application-oriented privacy is mainly related to monitoring
and analyzing mobile applications. The survey reported in
[140] provides a recent and comprehensive overview on se-
curing Android phones. The most active research areas in this
domain include untrusted application analysis [141], [142] and
continuous runtime monitoring [143]–[146]. As an application
analysis approach, FlowDroid [141] detects privacy leaks
through static source code analysis. It performs a flow, context,
object, and field-sensitive static taint analysis on Android apps.
AppIntent [142] applies static and dynamic code analysis to
execute the app in a real or virtual environment. The goal is to
check if a data transmission by an app is intended by the user.
The static taint analysis generates an event graph including
all actions that can lead to a data transmission. Afterwards,
the symbolic execution is based on this graph and produces
a sequence of UI interactions and data inputs that yield to a
data transmission.

For continuous runtime monitoring, the most notable ap-
plications with corresponding applied technique to prevent
sensitive information leakage are TaintDroid (dynamic taint
analysis), BayesDroid (bayesian-based privacy), MockDroid
(resource access mocking), TISSA (resource access mock-
ing), AppFence (dynamic taint analysis and resource access
mocking), and LP-Guardian (location access regulation) [140],
[147]. TaintDroid [143], [144] detects inter-application privacy
leaks by applying dynamic taint analysis to observe potential
privacy-infringing behavior. It marks any data from sensitive
sources as tainted. AppFence [145] identifies the disclosure
of data that has been obfuscated, encrypted or transmitted
via SSL. This applied technique combines data shadowing of
MockDroid and TISSA with taint analysis as in TaintDroid.
A recent system called Haystack [146] aims at monitoring en-
crypted and non-encrypted network communication on mobile
phones to inform the user in case of data leakage. A major
disadvantage of all of these approaches is the required rooting
of the mobile operating system, only Haystack runs entirely
in the user space.

The mobile operating system, like Android, provides addi-
tional privacy protection [148]. The mobile application must
explicitly declare required access to system resources and the
permission mechanism of Android ensures that only these
system resources are accessed. This is an all-or-nothing ap-
proach and in reality we need a more fine-grained permission
access control as suggested in the work of Shen et al. [149].
These authors proposed flow permissions to provide additional
information regarding how apps leverage standard Android
permissions and resources.

The mobile operating system uses a sandbox mechanism
to identify and isolate application resources; however, the
malware DroidDream has broken this sandbox and stolen large

amounts of private data. Thus, we need a stronger separation
of mobile applications like the approach proposed by Wu et
al. [150] known as AirBag, which is a lightweight OS-level
virtualization to isolate and prevent malware from infecting
systems.

The mobile application that realizes the D2D
communication should directly consider the privacy-by-
architecture principle during the system design phase. This
architecture reaches a higher security level by minimizing
personal data, using anonymization, client-side storage, and
client-side processing [50]. Multiple studies [151]–[154]
have shown that users want a mechanism to select different
security and privacy levels depending on the target group.
Several design principles have been identified to facilitate
the implementation of privacy-aware applications [155]. The
privacy-by-policy principle is related to process-oriented
strategies to protect personal data and their relationships
by anonmyization, pseudonyms, encryption or k-anonymity.
The privacy-by-architecture principle refers to data-oriented
strategies to inform data subjects when processing personal
data or using privacy policies for data access control.

3) Location Privacy: The heavy usage of location infor-
mation makes mobile users different from desktop users.
Location-based Services (LBS) use a TTP, which receives
location data from the mobile users to provide location-
specific information, mostly for navigation tasks. This cen-
tralized architecture is vulnerable to multiple adversaries and
a typical attacker is the service provider itself [48]. In D2D
architecture, the first step is to detect mobile devices located
nearby before we are able to establish a network connection
between potential conversation partners. D2D users are often
in close proximity to one another due to the short range of
wireless communications making location privacy all the more
important in D2D. The term location privacy describes the
sensitive association between user identity and location. The
following section provides a detailed overview of techniques
to maintain location privacy.

The work of Wernke et al. [53] provides an in-depth
analysis of location privacy attacks and available protection
mechanisms. The protection targets include:

• User identity: attacker derives user’s identity by position
information and context data (visited objects as quasi-
identifiers).

• Position: semantic of location defines criticality of po-
sition information, e.g., infer the health status of a user
based on frequency of hospital stays.

• Time: the time records required for validation of spatial
information. In some scenarios, the spatial information
is only critical when combined with time. For example,
home and work locations can be inferred by the frequency
of visited places and the time being spent their.

The adversary knowledge and the attack type are strongly
influence the effectiveness of the protection techniques. The
attacker knowledge can be classified into two dimensions:
temporal information and context information [53]. Temporal
knowledge refers to, whether the attacker receives a single user
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position or continuous position updates, such as movement tra-
jectories. Besides that, if the adversary has access to additional
context knowledge beyond spatiotemporal information, such
as maps, building opening hours or a phone book to narrow
possible whereabouts. Many privacy approaches assume a
weak adversary taking into account single user positions
without context information [53]. However, a more realistic
privacy scheme should consider a more advanced adversary
to guarantee sufficient protection.

In the following section, we classify and highlight ap-
proaches for location privacy [40], [53], [156], [157]. These
approaches focus mainly on anonymity and obfuscation.

Anonymity techniques aim at the dissociation of informa-
tion about an individual, such as location from the mobile
user to hide the person’s identity. Most approaches are based
on k-anonymity, a general privacy concept, which stipulates
that the target object is indistinguishable from the other k − 1
objects. Gruteser and Grunwald [158] introduced the concept
of k-anonymity for location privacy. The location server acts
as a trusted anonymizer and calculates the obfuscation area
containing k users based on previously reported positions
from mobile users. Afterwards, the location-based service
receives only the obfuscation area and is not able to uniquely
identify a specific user. Many other approaches extended the
k-anonymity concept to enhance privacy protection. The most
prominent extensions are strong k-anonymity, l-diversity, t-
closeness, p-sensitivity, and historical k-anonymity [53]. Dürr
et al. [159] applied position sharing to improve the privacy of
mobile users. The obfuscated positions are split into position
shares and distributed among non-trusted location servers
(LS). Thus, each LS has information with only limited preci-
sion and the attacker must compromise multiple LSs to acquire
sufficient location information to identify users. The approach
of position dummies is another concept used to hide the
user’s identity [160]. The user sends multiple false positions
(“dummies”) to the LS together with true user position. The
advantage of dummy positions is that a TTP is not needed but
it is difficult to create dummies not distinguishable from true
user position [53].

A special type of anonymity is pseudonymity: the individual
is anonymous, but maintains a persistent identity, a pseudonym
[40]. Beresford et al. [117] proposed an idea to define areas
called mix zones. The user does not send position updates
and changes its pseudonym with all other users within the
mix zone. This approach protects the user identity because
the attacker cannot correlate different pseudonyms. The Caché
system [161] enhances privacy by pre-fetching location con-
tent in large geographic blocks during the night for use
the next day. The content is locally accessed when actually
needed. This approach increases the bandwidth and storage
requirements.

Obfuscation mechanisms degrade the quality of information
about a person’s location to protect user identity. In general,
obfuscation does not require a TTP. Three distinct techniques
can be identified from the literature to degrade the quality
of location information: (1) Inaccuracy: actual location differs
from transmitted location, (2) Imprecision: the region is larger
than the actual location, and (3) Vagueness: linguistic terms

describe the geographic position [40]. Gutscher et al. proposed
an approach based on coordinate transformation [162]. The
mobile user performs simple geometric operations, such as
shift or rotation over the positions, before sending them
to the LS. The transformation function must be distributed
among the clients to recover the original position. SpaceTwist
[163] is a more advanced approach for location privacy. The
user sends a so-called anchor, a fake location to the LS.
Afterwards, the user receives multiple data points over the
anchor point with various distances to the anchor. Then the
mobile user calculates the query results based on his precise
position and the data points received. This method achieves
location privacy but incurs higher query and communication
costs. Further approaches for location privacy use trajectory
transformation [164], path cloaking [165] or virtual trip lines
[166]. Many obfuscation-based techniques face the challenge
that the adversary can significantly reduce the obfuscation area
by map knowledge. For instance, the attacker can infer the
movement form, for example, a car. With the aid of a road
map, the attacker is able to narrow down the user location.
One solution to this problem is landscape-aware obfuscation
as proposed by [167]. This approach expands the obfuscation
area based on a probability distribution function defining the
probability that a user is located in a specific area.

Another class of approaches for location privacy include
encryption and Private Information Retrieval (PIR). Mu and
Bakiras [125] proposed a secure two-party computation pro-
tocol based on public key homomorphic encryption for private
proximity detection. In this proposal, it is infeasible to derive
any information about the plaintext given ciphertext and pub-
lic key. A secure two-party computation jointly computes a
function based on the inputs without revealing input to other
parties. Other authors use a centralized client-server architec-
ture for private and flexible proximity detection [168]. Users
map their location into four grid cells and send the encrypted
location by one-to-one encryption shared among the other
users to the server. The server calculates the proximity based
on encrypted location and shortest Euclidean distance. Ma-
scetti et al. [169], [170] proposed a set of protocols including
Hide&Crypt to share a secret key and use secure multi-party
computation to encrypt locations before transmission. The
idea of PIR [171] is that the location server answers queries
without learning or revealing any information of the query. PIR
provides stronger and provable location privacy. The technique
does not disclose spatial information and prevents any type of
location-based attack. The significant computational overhead
is a major drawback, particularly for resource restricted mobile
devices.

Many approaches in the area of location privacy assume a
TTP as service provider, but it is questionable whether the
assumption of a TTP is realistic for D2D communication
due to a missing central authority. Thus, we prefer TTP-
independent solutions based on direct collaboration of mobile
users, obfuscation or PIR-based methods [172].

V. DISCUSSION

In this section we outline the security and privacy solutions
for D2D communication, which were reviewed in this paper.
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We highlight the lessons and “best practices” derived from our
review of the existing work. We also identify open problems
that deserve further investigation.

A. Overview of D2D Security and Privacy Solutions

We categorize the security solutions highlighted in Table V
and Table VI based on targeted scenarios and security require-
ments. We focus on network security with regard to crypto-
graphic design [27], [69], [77], [173], pairing and discovery
[86], [92], [174], and distributed algorithms [79], [80], [87],
[175]. The application scenarios span across M2M [55], DTN
[58], [59], public safety [73] and mobile networks [68], [70],
[72], [83], [85], [87], [88], [91]. The D2D security require-
ments include non-repudiation (NR), authentication and au-
thorization (AA), confidentiality and integrity (CI), availability
and dependability (AD), and secure routing and transmission
(SRT), as referred in Table II. We also highlight in Table V
and Table VI the main technique applied in each proposal
and the corresponding security requirements. We deliberately
select work published from year 2012 up to 2016 in order to
reflect the latest advancements on top of the security research
in mobile ad hoc networks [24], [176], [177]. The solutions
included in this paper shall provide us with a snapshot of the
most recent work dedicated to D2D security.

For D2D privacy solutions shown in Table VII and Ta-
ble VIII, we categorize them based on scenarios and privacy
requirements. To reflect the attacks depicted in Table III,
we focus on two dimensions: device privacy and network
privacy. For device privacy, we cover access control [103],
[104], [106], [107], privacy policy [108], [109], application
analysis [141], [142], [144], data leakage [145], [146], and
mobile operating systems [149], [150]. Concerning network
privacy, we consider anonymity [41], [115], [116], [118],
[131]–[135], trust [111], access control [41], communication
[119]–[121], [126], [131]–[135], storage access [127], private
proximity testing [125], and location privacy [112], [117],
[158]–[163], [167]–[169], [171]. The privacy requirements
include anonymity and indistinguishability (AI), unlinkability
(U), content privacy (CP), confidentiality and integrity (CI),
and deniability (D), as shown in Table II. For each paper
reviewed, we summarize the research technique employed for
preserving privacy and the conformed privacy requirements.
In difference to the conventional reviews that treat privacy
as a branch of security aspects [5], [32], [39], [54], [178],
[179], we aim to provide a comprehensive selection of privacy
schemes (from 2003 till 2015) that can be applied to D2D
communication.

B. Lessons Learned and Best Practices

Based on the reviewed papers, we derive a set of lessons
learned and “best practices” to be considered in implementing
and deploying D2D security and privacy solutions. The
key criteria for security and privacy solutions include D2D
device consideration, physical layer design, user aspects, and
solution compatibility.

1) Device Diversity and Limitation: Owing to the technol-
ogy advancement in mobile and wireless communication, the
devices used in D2D communication are becoming diverse,
ranging from wearable devices, smartphones, tablets to smart
vehicles. These devices typically deploy different software
stacks and exhibit a distinct set of traits in terms of mobility,
computing capability, and use cases. This diversity is a key
concern in applying security and privacy schemes in D2D
environments. Regarding software stack, the security holes in
operating systems, as indicated in [48], can result in severe
privacy breaches regardless of the protection mechanisms
deployed on the application level. To complicate the situa-
tion, the fragmentation of mobile operating systems has put
further pressure on the limited time available for software
development. Hence, developers tend to prioritize service func-
tionality over security and privacy features. Besides software,
research proposals typically take these practical factors for
granted (e.g., to simplify assumptions) resulting in a limited
application scope. To this end, we recommend the adoption
of security and privacy schemes on a case by case basis by
considering the characteristics of devices, system software and
application scenarios. The solution tables summarized in this
article can serve as a reference to match dedicated scenarios
to solution requirements.

Practical limitations, such as battery life and processing
units on mobile devices, also restrict the usage of security
and privacy schemes that tend to be power-consuming and
computation-demanding. This is especially important for low
end devices used in D2D communication. Several reviewed
proposals [69], [83], [84], [92], [173], [174], [180] aim to
optimize authentication, encryption, and key management. We
recommend system level energy-efficient solutions such as
Odyssey [181], ErdOS [182], and Blue-Fi [183] to compensate
the introduced security overhead by improving the overall
system energy saving. In this respect, there are sufficient
research studies on mobile energy efficiency [184]–[188] that
can be considered in the context of D2D (details of energy
efficient techniques are beyond the scope of this article).

2) Physical Layer Considerations: The existing cellular se-
curity architecture is defined by five security levels comprising
(i) network access security, ii) network domain security, (iii)
user domain security, (iv) application domain security, and (v)
non 3GPP domain security [20]. The security architecture of
LTE systems has enlisted basic security aspects including the
D2D security 1) between 3GPP networks and the proximity
service (ProSe) function/application server, 2) between D2D
devices and ProSe function/application server, and 3) between
individual D2D devices [39].

Aside from physical layer considerations in conventional
MANET security [24], [176], [177], physical layer security in
D2D communication also deserves our attention. In specific,
physical layer security schemes attempt to create security
cardinal by analyzing the physical characteristics of wireless
channels between D2D devices. The security studies by Wang
et al. [10] underlined several scenarios and use cases for
D2D. The security threats consist of impersonation attack,
threats related to data transmission security and UE mobility
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Table V: Comparison of D2D security solutions.

Approach Security Requirements
Ref Year Target Scenario Technique Employed NR AA CI AD SRT
[55] 2013 Network - Key

Management
Public key crypto system to secure M2M systems including key
generation, encryption, and decryption.

- Y - - -

[56] 2012 Network - Key
Management

Key agreement and batch authentication for P2P based OSNs.
Therefore, it applies one-way hash function, ElGamal proxy
encryption, and certificate based protocol.

Y Y Y - -

[57] 2014 Network - Key
Management

Batch authentication to offer an efficient one-to-many authentication
approach for P2P based networks.

- Y Y - -

[58] 2014 Network - Key
Management

ABE for authenticating routing messages. The routing node encrypts
the symmetric key using ABE and then distributes it to all
participating nodes. Only those nodes that match a specific attribute
policy are able to extract the key.

- Y Y - Y

[59] 2014 Network - Key
Management

Attribute-based secure data retrieval scheme using CP-ABE. The
approach provides attribute revocation, fine-grained access policy
over attributes, and solves the key escrow problem.

- Y Y - Y

[60] 2015 Network - Key
Management

Group key agreement protocol based on ECC. The users securely
communicate via a session key, which is received from a trusted
third party.

- Y - - -

[61] 2015 Network - Key
Management

Many-to-many group key management protocol based on ECC for
key distribution.

Y Y - - -

[62] 2012 Network - Key
Management

Group based authentication and GKA allows each M2M device to
share secret keys with other M2M devices of the same group.

- Y - - -

[63] 2013 Network - Key
Management

Lightweight group authentication protocol for M2M communication
based on message authentication codes.

- Y - - -

[64] 2016 Network - Key
Management

Asynchronous secret share along with Diffie-Hellman key exchange
for authentication in LTE-A networks.

- Y - - -

[65] 2012 Network - Key
Management

Group based access authentication by aggregation signature. - Y - - -

[66] 2016 Network - Key
Management

Multi-keyword ranked search operation over encrypted data to
securely find localized content.

- Y - - -

[67] 2016 Network - Key
Management

Extension work on multi-keyword ranked search operation. - Y - - -

[68] 2014 Network - Authentication Joint operation protocol to control the D2D network and manage the
group key in self-organized groups of ad hoc nodes.

- Y - - Y

[69] 2014 Network - Authentication Diffie-Hellman key agreement and commitment schemes for
transmission in D2D communications.

- Y - - -

[70] 2014 Network - Authentication PKC based on digital signature along with mutual authentication for
end-to-end security.

- Y Y - -

[72] 2015 Network - Authentication SeDS protocol based on DHKE and HMAC digital signature to
provide authentication and malicious node detection.

Y Y Y Y -

[73] 2014 Network - Authentication Protocol broadcasts a beacon to nearby devices to set up a D2D
communication and then uses a random pre-distribution encryption
key for authentication.

- Y - Y -

[74] 2015 Network - Authentication Use channel randomness to create a shared secret key for direct
communication links.

- Y - - -

[75] 2016 Network - Authentication Secret key generation scheme for untrusted relays. - Y - - -
[76] 2015 Network - Authentication Full duplex relay jamming scheme for secret key generation. - Y - - -
[77] 2015 Network - Confidentiality

and Integrity
Fast secret key extraction protocol called KEEP to obtain secret keys
from CSI measurements.

Y - Y - -

[78] 2015 Network - Confidentiality
and Integrity

Power allocation technique for the generation of secret keys in relay
based LTE-A networks.

- - Y - -

[79] 2014 Network - Confidentiality
and Integrity

Cooperative key generation to set up shared secret keys between
devices.

- - Y - -

[80] 2015 Network - Confidentiality
and Integrity

Secure load balancing algorithm names as LBS-AOMDV to reduce
the impact of confidentiality attacks.

Y - Y - -

[81] 2014 Network - Confidentiality
and Integrity

Privacy preserving mutual authentication, in which only users with
similar attributes can decrypt the content.

- - Y - -

[82] 2014 Network - Confidentiality
and Integrity

Clients collaborate to ensure data confidentiality and integrity when
using an untrusted service provider.

- - Y - -

[83] 2015 Network - Availability
and Dependability

Wireless Power Transfer Policy (WPTP) and an information signal
model to enable wireless energy harvesting and secure information
transmission.

- - - Y Y

[84] 2016 Network - Availability
and Dependability

Wireless power transfer policies for secure D2D communication
including CPB-PT, BPB-PT, and NPB-PT.

- - - Y Y

[85] 2015 Network - Availability
and Dependability

Interference management scheme to enhance physical layer security. - - - Y Y

[86] 2015 Network - Availability
and Dependability

IBE to secure the exchanged D2D messages during discovery and
communication.

Y - - Y -

[87] 2014 Network - Availability
and Dependability

Kuhn Munkers Algorithm (KMA) to find the maximum sum secrecy
capacity for both cellular and D2D users.

- - - Y -
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Table VI: Continued comparison of D2D security solutions.

Approach Privacy Requirements
Ref Year Target Scenario Technique Employed NR AA CI AD SRT
[88] 2015 Network - Secure

Routing and Transmission
Stackelberg game to maximize the rate of cellular users and secrecy
capacity of D2D links.

- - - - Y

[89] 2016 Network - Secure
Routing and Transmission

ARSP policy in which the users can only create a connection with
the base station providing highest ARSP value.

- - - - Y

[90] 2015 Network - Secure
Routing and Transmission

Approximation solution based on Bernstein type inequality and
S-procedure to optimize power consumption and secrecy rate.

- - - - Y

[91] 2015 Network - Secure
Routing and Transmission

Interference avoidance scheme for cooperative D2D communication
in cellular systems.

- - - - Y

[92] 2014 Network - Secure
Routing and Transmission

SMD protocol to securely transmit data from source to destination. - - - - Y

[93] 2014 Network - Secure
Routing and Transmission

Secure policy agreement for open-privacy routing in wireless
communications.

- - - - Y

[94] 2015 Network - Secure
Routing and Transmission

IBHC to protect ad hoc wireless networks against heterogeneous
attacks.

- - - - Y

[95] 2015 Network - Secure
Routing and Transmission

Puncturable encryption to achieve forward secure encryption in store
and forward messaging systems.

Y - - - Y

[96] 2014 Network - Secure
Routing and Transmission

Dynamic trust management for secure routing optimization. - Y - - Y

[97] 2014 Network - Secure
Routing and Transmission

TBER scheme to detect and reject malicious nodes. - Y - - Y

[98] 2015 Network - Secure
Routing and Transmission

ICN monitors all information exchanged in DTNs to detect
misbehaving nodes and select alternative links.

- Y - - Y

[99] 2014 Network - Secure
Routing and Transmission

CFV to reduce the harmful effects of malicious nodes in the network. - Y - - Y

[100] 2015 Network - Secure
Routing and Transmission

Fawkes Routers to verify node interactions. - Y - - Y

and privacy. A general perception is that the D2D security
framework that can unify security solutions is not yet matured.

3) User Perspectives: Raising user awareness of security
and privacy threats is a key step to boost the adoption of the
proposed schemes for D2D communication. Most users are
concerned about personal data protection on mobile devices,
as indicated in [189], [190]. A great majority among reviewed
users worry about stealing personal information and identity
(84 %), and loss of privacy (83 %). About half of users, 49 %
would feel more comfortable if they had better control of their
private information. Regardless of the general awareness, D2D
users might still underestimate the potential threats following
exposure of their sensitive information, leading to the percep-
tion that security and privacy are unnecessary abstractions.
This observation suggests that we should not only enforce
security and privacy on devices and communication channels,
we should also have effective tools [106], [107], [146] that
can manage external access to personal data and explain the
effects of data leakage to users.

For D2D privacy, one vital concern deals with user mobility
datasets, which are widely used in mobility modeling and
location privacy research. A study of human mobility data
over 15 months on one and a half million individuals revealed
that the uniqueness of human mobility traces is high [191].
The findings indicate that even coarse or blurred mobility
datasets provide little anonymity. It is hence possible to
re-identify the traces of a targeted individual with the support
of a few additional pieces of information (e.g., four spatio-
temporal points). As pointed out in [48], privacy protection
mechanisms derived from the database anonymity notions are
typically based on the predefined background knowledge of
possible adversaries. If the adversarial knowledge is different

from the assumption, the protected user identity can be easily
revealed. Since mobility data is among the most sensitive data
we can collect about individuals, we emphasize this lesson in
processing mobility datasets and urge a more comprehensive
privacy awareness in D2D research.

4) Solution Compatibility and Deployability: Cellular op-
erators are the main driving force for D2D communication
[21], [192], which have identified a set of use cases and
applications, such as public safety and proximity services. It
is important for security and privacy proposals to consider the
compatibility with existing and upcoming mobile networks
such as LTE/4G and 5G. Regarding the security and pri-
vacy proposals dedicated to mobile networks [68], [70], [72],
[83], [85], [87], [88], [91], compatibility has been discussed
within the context of general mobile access. Based on this
observation, we recommend an explicit reference to the 3GPP
standards [193], [194] when designing new solutions for D2D
security and privacy. We should also be aware of the potential
incompatibility between the business models that profit on
personal data and the privacy schemes that reduce the fidelity
of personal information.

A user friendly and transparent design is preferred regard-
ing deployability. Good examples are the HayStack [146]
and Securebox [195] approaches, which strive to detect pri-
vacy leakage and security threats on mobile devices in a
non-intrusive manner. Based on our observations, a purely
infrastructure-independent D2D design is not realistic to meet
all the requirements of security and privacy in the current
phase. An intermediate step could be a hybrid infrastructure-
assisted design in which one mobile node has access to the
cellular network and can provide services to other mobile
devices, such as group anonymous authentication [70]. This
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Table VII: Comparison of D2D privacy solutions.

Approach Privacy Requirements
Ref Year Target Scenario Technique Employed AI U CP CI D
[103] 2011 Device - Access Control DAC system based on ontology-based context model to specify

complex situations and relationships.
- - Y - Y

[104] 2012 Device - Access Control Broker based on trust among users defines level of data disclosure.
The raw sensor data is abstracted to context labels, e.g., “noise” or
“conversation”.

- - Y - Y

[106] 2014 Device - Access Control Similar to differential privacy: framework receives questions
submitted by an application and provides only the answer, e.g., play
next song, which is calculated within the safe environment of
openPDS. Thereby, the framework reduces the dimensionality of
metadata.

- - Y - Y

[107] 2015 Device - Access Control Fine-grained data access control by using privacy-preserving data
analytic techniques, such as differential privacy and homomorphic
encryption. Only release the irreversible data aggregation result, so
that de-anonymisation becomes impossible.

Y - Y - Y

[108] 2007 Device - Privacy policy Ontological representation of context data organized as hierarchy.
User sets an obfuscation level applied to released data based on
current situation: disclose activity only to friends.

Y - Y - Y

[109] 2012 Device - Privacy policy Negotiates a privacy policy among all group members including
which data is published and at which accuracy.

Y - Y - Y

[141] 2014 Device - Application
Analysis

Performs flow, context, object, and field-sensitive static taint analysis
to detect privacy leaks.

- - - Y -

[142] 2013 Device - Application
Analysis

Static and dynamic code analysis to execute the app in a real or
virtual environment. The goal is to identify data transmissions that
are not intended by the user.

- - - Y -

[144] 2014 Device - Application
Analysis

Dynamic taint analysis detects privacy-infringing behavior. It marks
any data from sensitive sources as tainted.

- - - Y -

[145] 2011 Device - Data Leakage Data shadowing together with taint analysis to identify the disclosure
of data that has been obfuscated, encrypted or transmitted via SSL.

- - - Y -

[146] 2015 Device - Data Leakage Monitors encrypted and non-encrypted network communication by
an integrated TLS proxy. The user is informed when the
Aho-Corasick algorithm founds sensitive data, e.g., OS fingerprints
or contact details in the network data stream.

- - - Y -

[149] 2014 Device - Mobile
Operating System

Flow permissions to provide additional information, how apps
leverage standard Android permissions and resources.

- - - Y -

[150] 2014 Device - Mobile
Operating System

Lightweight OS-level virtualization to isolate and prevent malware
from infecting systems.

- - - Y -

[41] 2009 Network - Anonymity
and Access control

Separation of powers: split all critical information like user identity
and group secret keys into two parts and distribute them across
entities, such as group manager and network provider.

Y Y - - Y

[111] 2013 Network - Anonymity
and Trust

Anonymously verify the reputation score of users by periodically
changing pseudonyms associated with a reputation level. Moreover,
using blind signatures to prove the source reputation without
revealing the individual user identity.

Y Y - - -

[115] 2011 Network - Anonymity Every mobile user has a time-slotted pseudonym pool with swapping
functionality and use each pseudonym for a specific time slot.

Y Y - - -

[116] 2012 Network - Anonymity
and Location privacy

Detect and create a dynamic mix zone in social spots, e.g., crowded
environments. Inside the mix zone users don’t send position updates
and receive new pseudonyms when leaving the mix zone.

Y Y - - -

[118] 2013 Network - Anonymity Cooperative pseudonym scheme based on the number of surrounding
users. The mobile device monitors the neighbors within a certain
radius and exchanges the pseudonym when the predefined threshold
of nearby users is reached.

Y Y - - -

[119] 2005 Network - Secure
Communication

Each user obtains two types of certificates: (1) unique long-term
identity and a key pair and (2) multiple pseudonyms associated with
anonymous key pairs to sign messages.

Y Y - Y -

[120] 2013 Network - Secure
Communication

Sharing public and private keys to securely communicate is not
solved. This approach leverages single sign on and authorization
mechanism like OAuth 2.0 of a social network (e.g., Facebook) to
avoid the key management problem.

Y Y - Y -

[121] 2007 Network - Secure
Communication

Identity-based Cryptography (IBC): each mobile user is able to
create a public key through locally available information like phone
number or email address.

Y Y - Y -

[126] 2008 Network - Secure
Communication

Private Information Retrieval (PIR) to answer queries without
learning or revealing any information about the query.

Y Y - Y -

[125] 2013 Network - Private
Proximity Testing

Homomorphic encryption, e.g., Paillier or ElGamal to privately
identify whether friends are within a nearby distance without
revealing the actual user identities.

Y Y - - -

[127] 2015 Network - Secure Storage
Access

Searchable Encryption (SE) enables private search on external
storage. SE encrypts a search index generated over a data collection,
so its content is hidden without appropriate tokens.

Y - - - -
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Table VIII: Continued comparison of D2D privacy solutions.

Approach Privacy Requirements
Ref Year Target Scenario Technique Employed AI U CP CI D
[131] 2015 Network - Anonymous

Communication
Network coding and opportunistic routing to introduce randomness
in routing paths. The actual destination node randomly forwards
messages to random phantom receivers.

Y Y Y - -

[132] 2008 Network - Anonymous
Communication

Randomly inject dummy packets into the routing path to create
multiple routes.

Y Y Y - -

[133] 2012 Network - Anonymous
Communication

Hides the source and destination by using fake sources and receivers
to periodically generate dummy traffic.

Y Y Y - -

[134] 2011 Network - Anonymous
Communication

Homomorphic encryption with network coding, which provides an
intrinsic mixing feature to reorder and shuffle transmitted messages.

Y Y Y Y -

[135] 2012 Network - Anonymous
Communication

Combination of network coding and Onion routing to achieve
unlinkability.

Y Y Y - -

[112] 2013 Network - Location
privacy

Position sharing across mobile devices. Each user knows only a small
part of the trajectory and cannot identify the information source.

Y Y - - -

[117] 2004 Network - Location
privacy

Define areas called mix zones, in which the user does not send
position updates and changes its pseudonym with all other users
within the mix zone.

Y Y Y - -

[158] 2003 Network - Location
privacy

k-anonymity: location-based service receives only an obfuscation
area containing k users. The target object is indistinguishable from
the other k-1 users.

Y Y Y - -

[159] 2011 Network - Location
privacy

Obfuscated positions are split into position shares and distributed
among non-trusted location servers (LS). Attacker must compromise
multiple LSs to acquire sufficient location information to identify
users.

Y Y Y - -

[160] 2009 Network - Location
privacy

User sends multiple false positions ("dummies") to the location
server together with true user position.

Y Y Y - -

[161] 2011 Network - Location
privacy

Pre-fetching location content in large geographic blocks during the
night. At the next day, only local data access when actually needed.

Y Y Y - -

[162] 2006 Network - Location
privacy

Mobile user performs simple geometric operations, such as shift or
rotation over the positions before sending them to the location server.

Y Y Y - -

[163] 2011 Network - Location
privacy

User sends a so-called anchor, a fake location to the location server.
Afterwards, user requests data over the anchor point to hide the
actual position.

Y Y Y - -

[167] 2009 Network - Location
privacy

Landscape-aware obfuscation, which expands the obfuscation area
based on a probability distribution function defining where the user
is probably located.

Y Y Y - -

[168] 2010 Network - Location
privacy

Users send their encrypted location by one-to-one encryption shared
among the other users to the location server. The server calculates
the proximity based on encrypted location and shortest Euclidean
distance.

Y Y Y Y -

[169] 2009 Network - Location
privacy

Hide&Crypt protocol to share a secret key and use secure
multi-party computation to encrypt locations before transmitting.

Y Y Y Y -

[171] 2012 Network - Location
privacy

Location server uses Private Information Retrieval (PIR) to answer
queries without learning or revealing any information of the query.

Y Y Y Y -

special node can act as a gateway / entry point to the
infrastructure and services. The direct benefit is that we can
adopt existing security and privacy models for a centralized
environment, such as secure multi-party computation (SMC),
fully homomorphic encryption (FHE), and one-way trapdoor
function [196]. Although standardization is a promising way
to boost the deployment of security protocols, it is worthwhile
to be aware of the efforts and time needed for standardization
processes [197].

C. Open Problems

Security and privacy in wireless communications are not
newly emerged problems and have been broadly studied [32],
[34], [127], [137], [178], [179], [198], [199]. However, there
are special concerns for D2D communication owing to new
application requirements and use cases. We list open issues
that deserve further research. The key criteria we selected
include motivation, requirement gaps, quantification, and legal
considerations. These aspects are essential to the adoption of

D2D and have not yet been fully investigated.

1) User Incentive: It is essential to stimulate users to
actively participate in D2D communication, because D2D
communication relies on the cooperation of mobile users.
The participating entities in D2D are more spontaneous and
self-managed in contrast to traditional infrastructure-based
communication where auditing and logging are managed by
a centralized entity (e.g., in cellular access). As pointed out
in [79], D2D users are rational and selfish in nature, which
may hinder security operations, such as key generation and
distribution. Meanwhile, new attacks continue to occur on new
applications and use cases, and on communication channels as
well as on device hardware and software. It is hence crucial to
enforce security and privacy on D2D communication. While
various proposals exist in the broad wireless communication
context [118], [135], [175], [200]–[206], the effectiveness
of applying these incentive / cooperative schemes to D2D
communication is not yet evident. In particular for resource
constrained D2D devices, how to compensate the power
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consumption and computing resources needed for security
operations is still an open issue. Further investigations are
therefore required to explore novel techniques to motivate
D2D users.

2) Requirement Gap and Conflict: Through our review,
we found one blind-spot in D2D security requirements: non-
repudiation (NR), which is poorly supported by existing pro-
posals. The purpose of NR is to provide data verification
and data origination [72]. NR is based on cryptographic
methods using symmetric or asymmetric techniques to fulfill
the following properties:
• approval of message content
• verification of the origin of message content
• proof of message by receiver
• acknowledgment of received message by recipient

The above mentioned NR objectives are necessary so that
legitimate D2D users cannot deny transmission or receipt
of messages. As a result, the D2D users act cooperatively
during data processing and transmission [86], [95]. However,
approaches for NR have received little attention in D2D
communication and only a few research articles have been
published about NR for D2D. Particularly, the dynamic en-
vironment with changing conversation partners and different
device capabilities in terms of processing power and available
energy poses a challenge for NR.

Besides the conflicting requirements highlighted in
Section “Security and Privacy Requirements for D2D”
(Figure 2), other conflicting parties are service quality vs.
privacy and security. For example, encryption schemes fulfill
multiple requirements of privacy and security but can be
too heavyweight to achieve the real-time constraints of D2D
communication. How to strike a balance among contradicting
requirements deserves future studies. The key is to balance
user preferences, security and privacy requirements, and
service quality.

3) Quantification and Evaluation Tools: Quantification
is one open issue for D2D privacy, which is needed
for measuring and illustrating the effects of privacy.
Regarding quantification models, the k-anonymity [207] and
differential privacy [208] models have been widely used
in the database community. In the D2D context, a generic
analytical framework was proposed recently by Shokri [209],
which formalizes and quantifies location privacy to cover
user, adversary, attacks, and protection mechanisms. The
framework uses a Bayesian Stackelberg game to model
conflicting objectives where the goal of the users is to
maximize privacy and the adversary tries to minimize the
location estimation error for reliable tracking. This approach
is available via the tool Location-Privacy Meter [210]. One
important finding of their evaluation [210] is that the popular
metrics like k-anonymity and entropy are not correlated with
the adversary success and therefore inappropriate as location
privacy metrics. Aside from the location privacy aspect, the
existing literature offers little insight on quantification models
and evaluation tools dedicated to D2D communication. We
believe these areas deserve further investigation, because

metrics and evaluation tools are necessary for objectively
comparing different proposals against the security and privacy
requirements.

4) Legal and Regulation Concerns: The ethical and le-
gal requirements are non-negligible factors in D2D security
and privacy research, due to the connection with national
security and public safety [211], [212]. By complying to
regulations, we do not intend to prohibit profitable business
models. On the other hand, effective regulations are equally
important to enforce the deployment of security and privacy
solutions in practice. Recently, WhatsApp introduced end-to-
end encryption for their application communications [213],
[214]. This step should reassure WhatsApp users that their
personal communication is secure. The Patriot Act from 2001
eventually forces software vendors to ensure data access for
US authorities. At the South by Southwest (SXSW) event,
Barack Obama also made clear that the US government must
be able to access information when it is entitled to do so
under a lawful warrant [215]. In this regard, a crucial and
open question is: who is watching the watchers? Microsoft
has sued the US Government because the American investi-
gators accessed Microsoft cloud data in secrecy without the
awareness of Microsoft customers [216]. D2D communication
may face tougher regulation because it offers a decentralized
and opportunistic communication pattern, which requires more
surveillance efforts.

VI. CONCLUSION

We review the state-of-the-art solutions to tackle security
and privacy challenges in Device-to-Device (D2D) communi-
cation. The reviewed approaches span across a variety of D2D
prospects, such as network communication, peer discovery,
proximity services, and location privacy. In addition to the
conventional review on security, we also provide a detailed dis-
cussion on D2D privacy. We summarize and compare the exist-
ing solutions according to security and privacy requirements.
Based on the analysis, we further derive “best practices” and
identify open problems that deserve future research. With
respect to lessons learned, the major considerations include
device diversity, resource limitation, user incentive, solution
deployability, requirement conflicts, evaluation tools and legal
concerns. We hope that the discussion presented in this review
will serve as a reference guide for researchers and developers
to facilitate the design and implementation of D2D security
and privacy solutions.
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